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Disclaimer

This Guide is not a replacement for the CMIiC System Administration Course.

This Guide is a compendium of documents. It contains a mixture of different functions that you may need to utilize. Be
aware that there are different area and levels of expertise required to perform these functions. This is a guide only;
functions may display, appear or act differently depending on your Configuration, Database and Infrastructure versions,
Operating systems and Data.

If any these functions/procedures are utilized CMiC is not responsible for the outcome.

On the more technical items such as migrating databases CMiC strongly suggests that this be contracted to be done by
CMiC.
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Technical DBA Functions

DBDEFINE.sq|

The file DBDEFINE.sql contains all the user names, passwords and links required when performing
installations or applying patches. If this file is defined incorrectly the patchinstall program will most likely fail.

If security is an issue, this file can be edited to add and remove the passwords before and after each patch install
process.

There is one copy of dbdefine.sgl in every environment, on each server. The file is found in
d:\cm\\VV10\<env>\jspsgl on the each Application Server.

All of the values must be correct for every environment.

The values that change in each environment are daPass, sysPass1, daDB, daLinkName, daRunTimePass,
owkfPass, and owkfLinkName. It is important to make sure that these values are correct in each environment.

The other entries should always be set to the values shown below in blue.

define daSchema

always should be set to da

define daPass

da's password in the current environment's database

define JssSchema

always should be set to js37

define JssPass

js37’s password in the current environment's database

define UIGSchema

always should be set to uig

define UIGPass

uig’s password in the current environment's database

define sysUserl

always should be set to sys

define sysPassl

sys's password in the current environment's database

define daDB

the name of the database used in the current environment

define daLinkSchema

always should be set to dalink

define daLinkPass

always should be set to dalink

define daLinkName

always should be the same value as daDB

define daLinkThsp

always should be set to users

CMiC Enterprise DBA Guide V10
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define daLinkTemp always should be set to temp

define daRunTimeSchema always should be set to dar

define daRunTimePass dar's password in the current environment's database
define daRunTimeThsp always should be set to users

define daRunTimeTemp always should be set to temp

define owkfSchema always should be set to owf_mgr

define owkfPass owf_mgr's password in the current environment's database
define owkfLinkName always should be the same value as daDB

Unlocking Single Sign-on Accounts

The user will receive a message similar to below:

/= sign In - Windows Internet Explorer [_ o] I_
g“ - |g, hitp: f{dewv 10.cmic.ca: 7778 ss0/pages/login. jsp LI + || X | Eing 2=

File Edit View Favorites Tools  Help

o Favaorites | 55 8 Suggested Sites ~ @] Web Slice Gallery ~

&8 sian In | | f:} - B - =0 g=h -~ Page - Safety - Tools - li:éilv
Error: ¥our account is locked. Please notify the system administrator ]
Sign In
Enter your Single Sign-On user name and password to sign in.
User Mame |psankar
Password ||
Ok | Cancel |
Unauthorized use of this site is prohibited and may subject you to civil and criminal prosecution
=l
|pone |7 Trusted sites | Protected Made: OFf ‘a v | ®oow -
B0 T # Tovebned ibe | Pvesbo bt Rimries —aFF r

The user will receive a message similar to above:
When then happens you can unlock the account using the following steps:

1) Login to OID using the Self Service Console:
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j NS Birg 2 -

Fille Edit View Favorites Toadls  Help

¢ Faverites ‘ 53 48 Suggested Sites ~ @ | web Slice Gallery -

(& self-Service Console - Home | | - - [ @ - Page - Safely v Tools - @~
ORACLE Identity Management ,@ z) =l
Self-Service Console : N

Login  Help
m My Profile | Directary |© Configuration |
Welcome to Self-Service Console Tl Tips
The tabs correspond to the different
Use this site to Console work areas:
« review infarmation about yourself in the directary My Profil
+ mansge your password enabr\ne‘se ou view your personalized
« look up people and other information in the directory B Y q \;] P Sindle S
« create, delete, edit, and provision users for application access [AEEEETEE Ble] it el Sl e =l

On password.

Adm!n!strat_ors can also use this site to configure Delegatad Directar
Administration Service enables you to search for people and other

information stored in the directony

Forgot Your Passward?

Home | My Profile | Directory | Configuration | Login | Help
Copyright &1996, 2008, Oracle. Al rights reserved

| |

[pane [0 [ [ || [fe|. musted sites | Protected Mode: Off [“ < [®wow - 4

e  Select the Login Option on the top of the screen
e Login as the user ‘ORCLADMIN’
e  Select the Directory Tab
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/2 sign In - Windows Internet Explorer

@:—__\/ - |g, httpeffdev2y 10, cmic.ca: 7778) ss0/pages/login. jsp j 2| X I Eing 2 |-

File Edit VYiew Favarites Tools Help

fg Favarites | i.:‘g @ Suggested Sites = € | Web Slice Gallery =
@Sign In | | ﬁ - - [ gé; ~ Page ~ Safety » Tools = I@Iv

=

Sign In

Enter your Single Sign-On user name and password to sign in.

Jser Name |0rc|admin

Password I-o-..u..|

[0]74 | Cancel

Unauthorized use of this site iz prohibited and may subject you to civil and criminal prosecution.

-]

Done l_ ’_l_’_ ’_’_@| " Trusted sites | Protected Made: OFF sa - | 100% - v

e  Search for the user whose account is locked and click [Go]. Hint: to display all users search for
‘%’.

10 e Contents CMiC Enterprise DBA Guide V10



Users - Windows Internet Explorer

@?: ) = [@] httpiirdevz o, cmic.ca777o/oiddas/ujor acke/Idapidas/pages/Userszarch |2 3| = Fing o |-

File Edit Wi Favorites Tools Help

{:‘? Favorites | {5 @ Suggested Sites ~ @ | Web Slice Gallery -

& (orcladming Provisioning Console - Users I | i - B - Y om0 v Page ~  Safety v Tools - i@h-

(
Provisioning Console

ORACLE |dentity Management e \Li) \3) =

Logout Eesln Managemnert  Help

Home | hiy Profile  dllo] Configuration

Logged in as orcladmin
Users

Search |psankar1 _Go ) Advanced Search Provisioning Search
Search is conducted over attributes listed helow

Eulk

—_——
| Create |

Select User ID Email Address First Hame Last Hame Job Title Work Phone Locked Enabled
(Mo search conducted.)

Search Attributes Email Address, First Hame, Last Hame, User ID

Horme | My Profile | Directory | Configuration | Logout | Eealm Management | Help
Copyright Er 996, 2005, Cracle. All rights reserved.

o mm s

Select the user whose account is locked and click the [Unlock] button to unlock the account.

g Console - Users - Windows Internet Explorer

@t:: = [&] tip:idevzyi0.cmic.ca: 777 B/ cidd as/uifor aclefidap /das/pagesiUserSearch =l *|[ x| [=Ene -

File Edit Wiew Favorites Todls  Help

i Favorites | 93 @ Suggested Sites ~ @ Web Slice Gallery -

@ (orcladming Provisioning Console - isers I | - - [ fmn v Page v Safety ~ Took v @~
ORACLE' Identity Management 5 \li) \z) =l
Provisioning Console o> :

Logout  Reshm Management  Help
Home My Frofile Directory Zonfiguration
Users |
Logged in as orcladmin

Users

Search [psankar B2 ) Advanced Search Provisioning Search

Search is conducted over attributes listed below
| Miew )| _Edit )| Privileges ) | _Delete ) | Unlock ) | Enahble )| Disahble | (_Create ) |_Bulk
Select User ID ~ Email Address First Hame Last Name Job Title Work Phone ILucked Enabled
= PSANKAR sankar@cmic.ca raim sankar =] ~
[ [
Search Attributes Email Address, First Name, Last Name, User ID
Home | My Profile | Directory | Confiquration | Logout | Realm Management | Help
Copyright ©1996, 2008, Oracle. Al rights reserved
¥ | =" Trusted sites | Protected Made: OFF Chov | mo0w ~

You will be prompted to confirm the action.
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After you click [Yes] the account will be unlocked, and the user page re-displayed.

ng Console - Users - Windows Internet Explorer

—

- |§, hEEp:ffdewey 1 0.cmic.ca: FF78foiddas juiforacle/ldsp/das/pages/Usersearchrevent=unlockBstatus=yes B3| || X Bing -
File Edit Wisvw Favorites Tools Help
iy Favorites | 5l 8 Suggested Sites + & Wb Slice Gallery +
&8 (orcladmin Provisianing Consols - Users | | Y5+ B - L o - Page ~ Safety ~ Tools ~ gh-
ORACLE Identity Management /;) B > =
Provisioning Console \ =2 :
Logout Realn Manadgement Help
Home | My Profile  iETEretdl Configuration
Users |
Logged in as orcladmin
Confirmation
User PSANKAR has been unlocked.
Users
Search  [psankar (G0 ) Advanced Search Provisioning Search
Search is conducted over attributes listed belows
(| Miew )| Edit ) Privileges | Delete )| Unlock || Enable || Disable | _Create )| Bulk
Select User 1D ~ Email Address First Name Last Name Job Title Work Phone |Locked Enabled
= PSANKAR psankan@cmic. ca prairm sankar ~
Search Attributes Email Address, First Name, Last Name, User ID
Home | My Profile | Directory | Configuration | Logout | Realm Management | Help
Copyright &1996, 2008, Oracle. All rights reserved
Done Vi |7 Trusted sites | Protected Made: OFF I T )

Repeat as necessary.
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@; . IQ http:/fdes2v10.cmic.ca:a030/f letreonfig=devy10

j‘fnl Bing Pi-

Fle Edit View Favorites Tools Help

.7 Favarites | 35 @ suggested Sites * @] Web Slce Gallery ~

1 Oracle Fusion Middleware Forms Services ‘ |

ﬁ‘,} * () - (] @ - Page~ Safety~ Took~ @-

|
Setup Preferences Forms |mages EECMIVE User Extensions Aletts Reports Utiiies Custorn Programs Window
Roles 'l
User Maintenance
Queries ¥ Assign Roles To Users
Bayroll Security ¥ UserID Mapping
JobiProject Security ¥ Treeview Configuration
Compliahce Securty } Change Database Passward
Project Managerment Security ¥ User Signature Maintenance
Jourmal Entry Groups T
Departmental Security
Edit Field Security
Form Company Security
Wiesver By Type
— - ]
15
|
System Infrastructure
[Record: 11 Il [ l=0s¢- [
E
i, Done | [ Trusted sies | Protected Mode: Off AR -y

You may wish to have different passwords for ‘DA’ for each of your environments to do this:

e Use “Change Database Password” to change the database and the RAD at the same time

CMiC Enterprise DBA Guide V10
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{2 oracle Fusion Middleware Forms Services - Windows Internet Explorer

N A

|g, http:f fdevay 10, emic, ca: 2090/ Farms/Frmserylet Foonfig=devw 10 j 4| X Eing P~

T

File Edit View Favorites Tools Help

& |

p: {I Favorites | {.‘5, @ Suggested Sites ~ @ | Web Slice Gallery -
_ @Orac\e Fusion Middleware Forms Services | | & - - [ Eéa - Page~ Safety - Tools - '@"
| =
Action Edit Block Field Record GQuery Utility Help Window
HEEPOUR Y RaEZE2LEESY + T L ap ¥V ?2Q3RKE
P EE - O amm Diata Wain henu
tl
E
Change Database Pagsword
1 User D b |
T v
Mew Password |uuuuuuuu |
1 Rty Password s |
E
Process | Cloze |
Re-Type Mew Password J
Record: 111 | | |<osc= —
=
= 4. Done [ [ [ [ [ [7 Trusted sites | Protectzd Maode: OFf Caov | HI00% v 4
OR

Manually change the password in the database via SQL
Manually change the RAD password for the Environment in Oracle OID to match
e Change DBDEFINE.sql on all servers in the d:\cm\\VV10\<environment.\jspsqgl Directory

e Repeat for each environment you
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Changing DA'’s Single Sigh-on Password

nLerprise - Yindows Internet Explorer

|11 http: fdew2v 10, cmic. ca: 7785 cricdes 10/ CMICDashboard/cricdashboard. jsp?prod=CMICRenv=deww 10 j || X I Bing

File  Edit  View Favorites  Tools  Help

5. Favorites | = 1@ suggested Sites ~ £ | Web Slice Gallery -

{é CMiC Enterprise

) STO Enterprize

#{__) General Ledger ®

) Accounts Payable z CONSTRUCTION SOFTWARE. EVOLVED

#{_) Accounts Receivable
#-{_) Fixed Azsets

+-{_ Job Costing

#{_) Subcontract Management
-{__) Job Billing

#{_) Change Management
#{_) Requisitions

#{_) Purchase Order

*{_) Payroll User Profile for Dat

il The BIM A

-] Employes Self Service ~
+#-{__) Dashhoard Setup ew Password

#{_J Imaging ST Tt ST Re-Type Password
) wiorkflowe

#{_) Job Intiation ' Submit | Close |
-1 ] SSRAD . ~ AR Aot

L] Test

+{__) Project Management

#{_) CRM hlenu

+{_]) System

#{_) Structure Tone Reports
=} Security

"] Change User Password
L] User Mairtenance

"] Rale Mairtenance

] User Access

il ] License Pools

Home Froducts Solutions Industries & ] nts Co 2 S Contac

Ol Password ™

e Use OID to change the Single Sign-on Password
Or

Login as ‘DA’ and use the “Update Single Sign-on’ program from the Security Tree View

Changing DAR’s Database Password

»  Manually change the password via SQL
*  Manually change the password in the RAD to match via Oracle OID
» Change DBDEFINE.sql on all servers in thed:\cm\\VV10\<environment.\jspsql
e Change the Password in JAZN
* Login to the app server as ‘Oracle’
e Starta DOS Prompt and run the Following:
set ENVIRONMENT_NAME=prod
set ORACLE_HOME=D:\oracle\midtier\asinst_midtier
set OLD_PASSWORD=DAR
set NEW_PASSWORD=DARDAR
cd /d %ORACLE_HOME%\j2ee\OC4J CMIC%ENVIRONMENT_NAME%

CMiC Enterprise DBA Guide V10 Technical DBA Functions e 15



%ORACLE_HOME%\jdk\bin\java -jar %ORACLE_HOME%\j2ee\home\jazn.jar -user admin -
password welcome -setpasswd jazn.com dar "%OLD_PASSWORD%" "%NEW_PASSWORD%"

» Repeat this for each application server with a midtierjsp instance
e Change the Password for Oracle Reports
Login to the app server as ‘Oracle’
Change directories to D:\oracle\midtier\midtier\reports\conf
Edit the file cgicmd.dat and change each environment entry
E.g. Prod: userid="dar/dar@prod”

Note: as of release 2006-202 there will be two entries in cgicmd.dat for each environment, so be sure
to change both of them. The first entry is keyed by the environment name, while the second uses the
environment name suffixed with “_Server”.

E.g. Prod: userid="dar/dar@prod”
E.g. Prod_Server: userid="dar/dar@prod”
Repeat this for each application server

Restart the Forms component on all servers

Changing the Operating System Password for the
Oracle User Account

It is normal for security purposes to change the password for the operating system user oracle on your
application servers from time to time.

In CMIC Software 2004 and higher all Oracle Application Software is installed on the application server under
the operating system account oracle.

When the application server is running a Microsoft Windows operating system, some of the Oracle software is
run as a service under the authority of the user oracle. In this scenario, if you change the oracle user’s
password, the Oracle Application Server software on that machine will not start up unless you also change the
oracle user’s password on each of the services that are run under the authority of the user oracle.

Here is an example on an application server:
Start Control Panel->Administrative Tools->Services.

Scroll through the list of services and look for any that is run by the user oracle.
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Services [_[5]x]

| adtion vew || & = |8 (2]l > =
Tree | Mame [ Description [ Status | Startup Type | Log@nés |

8 ClipBook Supports C... Manual LocalSystem
4B4COM+ Event System  Provides a...  Started  Manual LocalSystem
“BaComputer Browser  Maintains a... Started  Automatic LocalSystem
“EnDefWatch Started  Automatic LocalSystem
“BaDHCP Client Managesn... Started  Automatic LocalSystsm
“aDistributed Fils Syst... Manageslo... Started  Automatic LocalSystsm
“Distributed Link Tra... Sendsnotf... Started  Automatic LocalSystsm
“RnDistributed Link Tra...  Storesinfa... Manual LocalSystem
“BnDistributed Transac... Coordinate... Started  Automatic LocalSystem
& DNs Client Resolvesa... Started  Automatic LocalSystem
“nEvent Log Logs event.. Started  Automatic Localsystem
S8 Fax Service Helps you ... Manual LocalSystem
8 File Replication Maintains Fi. Manual LocalSystem
8 Indexing Service Disabled LocalSystem
S nternet Connectio...  Provides n... Manual LocalSystem
“nlntersite Messaging  Allows sen... Disablzd LocalSystem
“IPSEC Policy Agent  ManagesL.. Started  Automatic LocalSystsm
S kerberas Key Distrl... Generatss .. Disabled LocalSystem
& License Logging Ser. . Started  Automatic LocalSystem
“Bnlogical Disk Manager  LogicalDisk... Started  Automatic LocalSystem
“8nLogical Disk Manage...  Administrat. . Manual LocalSystem
8% Messenger Sendsand ... Started  Automatic LocalSystem
4% midtierReports [app... Started  Automatic Jaracle

& midtierReports [app... Started  Automatic \Oradle

8 Net Logon Supports p.. Manual LocalSystem
8 NetMesting Remote...  Alows at... Manual LocalSystem
“aNstwork Connections  Manages 0., Started  Manual LocalSystem
“&nNetwork DDE Pravides n... Marwal LocalSystem
“Bahstwork DOEDSDM  Manages s... Manual LocalSystsm
B NT LM Security Sup... Provides ... Manual LocalSystem
& Oracleorasias_hom, . Manual LocalSystem
48 Oracleorasias_hom. .. Starked  Automatic LocalSystem
48 OracleOragias_ham. .. Started  Automatic J\racle

48 OracleOragias_ham. .. Started  Automatic LocalSystem
48 OracleOragias_ham, Started  Automatic LocalSystem
% OracleOraias_hom, . Manual LocalSystem
8 OracleOraias_hom. .. Started  Automatic LocalSystem
4 Oracleoratias_hom. . Manual LocalSystem

In this example there are 3. There may be more on your system.

For each one, highlight the service and display its properties. Go to the Log On tab and change the password,

then click ok to save the change.

% app? - app2.cmic.ca - Remote Desktop E]@
2 B 'S
J Action  Yiew |J0- -D‘W’_| ||§|J L N 3
tee | e ]
SetY  General LogOn | Hecuveryl Dependenciesl ol LocalSystem
al LocalSystem
Laog on as: atic Localsystem
atic LocalSystem
" Local System account atic Localsystem
™| fsllow senvice o interact with deskiop akic Localsystem
& i lw— e, atic LacalSystem
ot e al LaocalSystem =
st Im akic LocalSystem
a atic LocalSystem
LConfirm password: I"””””””” atic LocalSysterm
al LocalSystem
Fou can enable or dizable this service for the hardware profiles listed below: l LocalSystem
~ - l=d LaocalSystem
Hardveare Profile | Service | I I
Frofie 1 Enabled o Local3ystem
l=d LaocalSystem
akic LocalSystem
led LocalSystem
atic Localsystem
atic LocalSystem
ﬂl %I al . LocalSystem
akic LaocalSystem
atic Soracle
il I Cancel | Ll | atic Aoracle
al LocalSystem
%Netmeeting Remote... Allows aut, .. Manual LocalSystem
%Network Connections  Manages ... Starked Manual Localsystem
%Netwnrk DDE Provides n... Manual LiocalSyskern ™
< - i 1l ; ; I )II |
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Repeat this for all services that are run under oracle’s authority.

As well CMIC Software uses a scheduled task to start up the Oracle software when the server is booted.
In CMIiC Software V10 on any server, this task is called server_start.

These scheduled tasks are run under the authority of the user oracle.

There may also be another scheduled task that reboots the server in preparation for the nightly backup. If you
have such a task, it will also be running as the user oracle.

So if you change the oracle user’s password, you must also start Control Panel->Scheduled Tasks, and edit the
properties of these tasks and change the oracle user’s password here.

Changing LDAP Expiry and Lockout Times

Oracle Single Sign-on (LDAP) counts how many times a user tries to login with a bad password. This count is
not per session it is cumulative. Therefore a user may type a bad password once on Monday, then again once
on Thursday and again once Friday and on Friday they will get the message that the account is locked. This is
confusing to the user as users do not remember that they typed their password wrong on Monday. There are
settings that can be changed to alleviate this problem.

There are also settings that allow the administrator to change the default expiry times set for all LDAP
passwords.

e Login to the Infrastructure Server as the user Oracle

e Open the Oracle Directory Manager program — it is found under the Start Menu >ALL
Programs>OracleAS Application Server Infrastructure>Integrated Management Tools menu.

e Loginas ORACLAMDIN

Oracle - infral014 Enterprise Manager ;I ——

Oracle - OH305094819 ‘ J
Oracle - OH1300374285 .\)
COracle - OH15083865772
Oracle - OH1704888337

Orach
Oracls - OH1993862474 rasie
Oracle - oraclemrcal0143

Daocurnents
COracle - OracClient11g_homel
Oracle Application Server Infrastructure - infral

- Compuker

105 Start Infrastructure Inskance
108
CB Stop Infrastructure Instance Mebwark

. Configuration and Migration Toals
. Integrated Management Tools Ear
E Directory Inkegration and Provisioning 5
E Oracle Directory Manager

Oracle Classic 11g - Homel

Devices and Printers

Cracle Classic Instance - disco administrative Tools »
Cracle Classic Instance - midtier

Ovacls IDM 119 - Homel Help and Suppart

Cracle JRockit JRE 1.6.0_17 R25.0.0 {&4-bit)

COracle JRockit Mission Control 4.0 for Java SE6—  Run...

Oracle Web Tier 11g - Homel

Oracle Web Tier Inskance - midtierjsp windows Security

Oracle Weblogic
Oracle WeblLogic (EEAHOME 1)
Oracle WeblLogic (EEAHOME 2) -

4 Back

I |Search programs and Files [_‘] Log off Pl
|f_'5tart “é ey T
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The system will then display a screen similar to below:

 Dracle Directory Manager Conneck E

E,Credentials

User: \ORCLADMIN

Passward: [m—a—m—a-k

— Server: [Incalhnst
@Ffacle

Fart: [3050

Inte r@t Directory [ 5L Enabled ‘
( Help | ( Login l l Cancel )

Copyright () 1998, 2008, Oracle. All rights reserved.

i Dracle ctory Manager

ORACLE

N
@Facle

Inter@ Directory

Remave

e Using the mouse click on the white line on the left side of the screen and slide the picture over to the
right. This will reveal a Treeview.
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tern Objects
EﬁOracle Internet Directary Servers
é‘&orcladmm@localhustﬂuau

iBAccess Conirol Management

Ll| Audit Log Management

4> Change Log Management

&2 Entry Management

B2 Garbage Collection Management
®-&5 Passward Policy Managernent

li%Schema Management
% Server Management
-6 Server Chaining Management

B Aﬂribute Unigueness Management

T ——

ORACLE

@racle

—

Open the ‘Password Policy Management’ node on the tree.

4% Oracle Directory Manager

S-EﬁOracle Internet Directary Servers
é-&,Drcladmin@localhostaﬂaﬂ
i Access Contral Management
> Attribute Unigueness Management
Ll| Audit Log Managernent
[+ Change Log Management
| Entry Management
B-E2 Garbage Collection Management
v Password Folicy Management

tﬁcn:pdeoIicies,cn:Cummon,c -

tﬁcn:pdeoIicies,cn:Cummon,c :

Fler=rocpalicy
=ler=repld
Flen=efault
-5 Passward Yerifier Management
[8s Plug-in Managernent
[+ Rep\ication Management
o} Schema Management
fSer\rerManagement

Select ‘Password Policy for Realm...

~ W Enable 01D Password Palicy

@ Directory

ORACLE

Grace Login Constraint:

Mumber of Grace Logins after Password Expiration:
Feriod for Grace Loging after Passward Expiration:
Fasaward Expiry Time:

Minimum Age for Passwaord Self-Modify

Passward Expiration Warning:

Display Mame;

™ Must Supply Old Password when Modifying Pz
™ User Password Reversible Encryption

" Reset Password upon Mext Login

™ Old Password can be Mew Password

[ Allow Hash Compatisan

[Number of Grace Loging after Password Expirat

E
[o

|4294DGT29EDDDDDDDDDDDDDDDDDDDDDDDDDD

[so4s00

|Passw0rd Policy for Realm de=cmic,de=ca
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On the ‘General’ tab you can change the Password Expiration policies.
Number of Grace Logins after Password Expiration

By Default the Number of grace logins after the password has expired is set to null/0. This can be
adjusted if you wish.

Password Expiration Warning

Enter the number of seconds before password expiration that the directory server sends the user a warning.
If password expiration is enabled, then, by default, the directory server sends the user a warning three days
before the password expires. The directory server sends the warning at each logon.

If the user does not modify the password before it expires, then the directory server enforces the modification.
This means that the user is locked out until the password is changed by the administrator.

For this feature to work, the client application must support it.
Password Expiry Time

Enter the number of seconds that a given password is valid. If this attribute is not present, or if the value is
0, then the password does not expire. By default, user passwords never expire.

Adjust Lockout parameters

Select the ‘Account Lockout’ tab

& Intemet Directory Sarvers
B ORCLADMINGR tmic £ 383
ExEhaccess Control Managerment
T Allribule Unigueness Managermen]
Falaudit Log Management
Elx)Change Log Management

B Entry Managernent

G- Garbage Collection Management
Sl Passwond Palicy Managemien t

i:'«:]cn PwiFlicyEny
i y far Realm de=crnic d

“laccout Lockout

I ilabal Lockaut
Global Litkout Dursson: [ seconds
Pagsword Fallure Count Irterval: |5on seconds

Fagsword Maxmurm Fallure: o

& ERepliation Management
o, Scnema Management
'ﬁfszmr Management

The fields that you will be updating are:
Global Lockout Duration:

This field determines (in seconds) how long an account will remain locked. During this time the user
will see the standard “Your Account is Globally Locked’ locked message.

Password Failure Count Interval:

This field determines (in seconds) how long the accumulation of incorrect logins is kept until the
system re-sets it to 0.

CMIiC Suggests that both these fields be set to the same number 3600 (1 hour). This way, if a user
does get locked out, when they can access the system again, the counting is also reset.
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Password Maximum Failure:

This field determines the number of times that the user can type an incorrect password before the
account will be globally locked. We recommend that you leave this field at the default value of 10.

What to do if the orcladmin OID user is globally locked

g WinZip
@ My Documents ¥
dministrative Tacls

@ Documents Dell OpenManage Applications
\

T
2 @ Search Application Development
; Remote Administrator v2.1 Configuration and Migration Tools
” @ e (5 startup I

Run... WinZip s

& 1nternet Explorer Oracle HTTP Server * B2 soLplus worksheet
— 3 outlook Express (= oraclesins web Cache » (3 wallet Manager

% Metwork Associates L3 @ Enkerprise Manager Console

DeEEE2F wmaan

e Login to your infrastructure server as the user who installed V10 (usually oracle)

Start Oracle Directory Manager
e Login as orcladmin
e Find Users node for your domain
e  Open Entry Management node
e Open dc=ca node under Entry Management. The name of the node depends on the domain. If the server name is
infral.cmic.ca , the name of the node would be dc=ca
e  Open dc=cmic under the node from the previous step. The name of the node depends on the domain. If the
server name is infral.cmic.ca, the name of the node would be dc=cmic
e  Open cn=Users node under the node from the previous step
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ORACLE

0§ oracle Intemet Directory Servers

&8, orcladmingiocalhost:3060
RAccess Control Management View Properties: ® Only Naon-null Values © All T Advanced

(L Properties

> Emtribute Unigueness Management . createtimestarnp

il Audit Log Management
Bl Change Log Management " :
7 Eniy Managemen! pr
®-13 cn=OracleContext
-3 cn=0racleSchemaversion

creatarsname ch=arcladmin

-3 cr=Server Corfigurations

dn: = =
e |dc cmic, de=ca

6}0:1 A modifiersnarne: |cn=0rc|admin

(3 en=Calendar Server madiftimestamp: |June11.2mg4;15;33 PM UTC
&3 cn=Groups o
&1 cr=0racleContext
-3 cn=Users

- cn=AGRELL

@3 cn=AKEHOE

- cn=ASTORING

B cn=AvaZOUET

- cn=AWETMAN

- cn=BASSEM

@ cn=BILL

- cn=BILL2

@@ cn=BMCCARTY

- cn=BSTEVEMIOMN

B cn=BVERHOFF

- cn=CMATHES

B cn=CMIC_ALIS

objectclass:

orclsubscriberfullname:

arclheersion:

racle Directory Manager !E E

EEEEE Y T EEE -
H ﬁOracIe Internet Directory Servers o
o i ) (13 Properties
é—&;orcladmm@mfrm.cm|c.ca:4032
B Access Control Management Wiew Properties: ® Only Non-null Yalues © Al © Advanced
B Password Policy Management ch EaE |
G-l Password Verifier Management
ZHZ|Entry Management
G en=OracleConted
I3 en=OracleSchematversion createtimestamp: [February 2, 2004 4:09:58 PMEST
W de=ca creatorsnarme:
o ch=orcladmin
o de=cmic |
B>~ cn=Calendar Server it |en=Users, do=cmic do=ca
w8 cr=Groups maodifiersname: |cn=orc|admin
modiftimestamp: |Februar\n’ 2,2004 4:09:59 PM EST -
Apply ll Revert Help
T e »

e Find the orcladmin user, select it, and retype the password into the userpassword item

CMiC Enterprise DBA Guide V10 Technical DBA Functions e 23



Dracle Directory Manager !E‘ E

©d @ /0l WREL B ? -
3 cri=MBIS = (13 Properties
B3 cn=MHOLMES@H
#-{1 creMICHAEL HEI Yiew Properties: ® Only Mon-null ¥alues © All © Advanced
(3 cr=MIKE_P inetorgperson
=13 cn=MYSISTER _
=3 cn=0LEG sh: arclAdmin
(3 cn=0LEGK
-3 en=0L
=13 cn=0LIVER oo B
©-(3 cn=0LIVERA uid: arcladmin
= L‘acn PAUL SKINMER -
-3 cr=PERRY . dhoweeey . D
=-(3 cr=PETER userpasswiord: i
=13 cn=PETER_C
=3 cr=PETERC - Aaply B Eevert Help

e  Click the Apply button
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Manually Deploying JSP Applications

Occasionally it may be necessary to manually deploy a JSP file. This procedure should only be done if you have
been asked by someone at CMiC to perform this task. Normally all JSP files are deployed during the Patch
Installation routine.

Copy the required files to d:\cm\ias\J2EE\<ENV>\ deployment\deploy directory
Open a DOS prompt in D:\cm\ias\j2ee\<ENV>\deployment\bin
At the DOS prompt type in cmic<ENV>_deploy.bat Example: cmicdevv10_deploy.bat

This will deploy the file; the processes/steps involved will be displayed on the screen and will be similar to
below:

<cmic-deployement>

<wlst-enging>

</wlst-enging>

<wlst-connection>

Connecting to t3://salesV10wls.cmic.ca:7002 with userid weblogic ...
Successfully connected to Admin Server ‘cmicsalesv10_salesV10wls_cmic_ca' that belongs to domain ‘cmicsalesv10'.
Warning: An insecure protocol was used to connect to the
</deployment-results>

Disconnected from weblogic server: cmicsalesv10_salesVV10wls_cmic_ca
<lock-file>

</lock-file>

</cmic-deployement>

Once the ‘Dos Prompt’ returns the process is complete.

The deployment logs are at D:\cm\ias\j2ee\<ENV>\deployment\logs\deployment

Re-deploying JSP Applications

Sometimes when deploying JSP’s either manually after a patch or within the patch install procedure the deploy
fails. If this happens please try the following steps to correct the situation.

When files are deployed using the cmic<ENV>_deploy.bat file located in the d:\cm\ias\J2EE\SENV>\
deployment\deploy directory either manually or during via patchinstall the files are removed from the
d:\cm\ias\J2EE\<ENV>\ deployment\deploy directory if the deployment was successful. So under normal
circumstances this directory should always be empty.

Any files that did not deploy successfully will be still sitting in: d:\cm\ias\J2EE\<ENV>\ deployment\deploy
directory.

Make a list of the file names then follow the instructions below:
1) Login into Enterprise Manager as the user ias_admin

2) Select the midtierjsp instance by clicking on the Name link.
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J File Edt VYiew Favortes Tools Help

Manager - Farm: ORALOGP2 - Microsoft Internet Explorer

=loix|
| ir

| Deeck ~ © - (1] [2] (0| search s Favorites €8 | (0= S 34] -

% -

H Links

ORACLE Enterprise Manager 10¢
Application Server Control

Farrm

Farm: ORA10GP2

Clusters

Select Name
There are no clusters in the farm.

Standalone Instances
These instances belong to the farm but are not part of

Select Name
infra.appd.cmic.ca
© midiier.app4.cmic.ca
© rmidtier craicdev cmic ca
& |midtierjsp.app4.cmic.ca
© midiierjsp.cmicdev.cmic.ca

Copyright @ 1996, 2004, Oracle. & rights resarved
About Oracle Enterprise Manager 10g Application Server Cantral

—

Instances can be grouped and managed together by adding standalone instances to a single Infrastructure metadata repository. The
collection of instances within a single metadata repository is known as a farm

any cluster.

Host
appd.cmic.ca
appd.cmic.ca
croicdev.cmic. ca
appd.cmic.ca

cmicdev.cmic.ca

Freferences | Help

- |

Preferences Help

@ Create Cluster )

Status Instances

Join Cluster )

Oracle Home
d:voralOgiinfra
dora10gimidtier
d:horalOgmidtier
dhoralOgimidtierjsp
dora10gimidtiersp

&

~IE

[ Local intranet

T

3) Select the OC4J environment where the JSP(*s) did not deploy correctly by clicking on the Name link
of the OC4J Server.

j Oracle Enter| Manager - Appl

| Fle Edi view Favortes Tools Help

| Qpak - © - (] [2] (]| P earch rFavarites €| (- o Bl - () & 3

General

( Stop All ) (Restart Al )

Status Up
Host  appd cric.ca
Installation J2EE and Web
Type Cache
Oracle Home  d:oral0gim
Farm ORAIOGPZ

idtierjsp

System Components

Select All | Select Mone

Select Name Statu
home

HTTP_Server
OC4J_CMICprod2005
OC4)_CMICtR005

OC4J_CMICsupport2005
OCA)_ChICtest2005

Wyeb Cache
IManagement 1t

- lin{imlis]i=]i=]=]is!
5

can be started or stopped
Related Links  Process Managerment

CPU Usage

W Application Server (0%
O Idle (80%)
[ other (10%)

1ol x|
| &
HLlnks L2t J -
Memory Usage B

W Application Server (57% 1,1 TOME)
[ Free (43% B78ME)
[ Other (0% OME}

[ EnameiD\sahle Cnmpnnems) [ 'Cnnﬂgure Cnmpnnem) g"greate ocd] Instance)

Start ) § Stop ) | Restart ) | Delete OC4J Inslance)

s Start Time
Jul 7, 2005 6:35:35 PM
Jul 8, 2005 9:07:19 AM
Jul 7, 2005 6:35:35 PM
Jul 8, 2005 4:14:47 PM
Jul 7, 2005 6:35:35 PM
Jul 11, 2005 3:36:42 AM
Jul 7, 2005 6:35:28 PM
Jul 7, 2005 6:43:31 P

@ TIP This table contains only the enabled components of the application serer. Only components that have the checkbox ensbled

Memory Usage

CPU Usage (%) (MB)
0.008 30,37

001 197 23

0007 71.68

0.00 7177

0.01 81.23

.04 23377

0.01 44,50

011 43949

Home [JZEE Applications Ports  Infrastructure

&

|
) 4

& Local inkranet

4) Select Applications option from the HOME line.
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Manager - 0C43: OC4]1_CMICtest2005 - Microsoft Internet Explorer

| Fle Edi ¥ew Favortes Tools Help

(=3}

| &

| @Back ~ ) - ] (2] (5| ) search s Favorites

éla-S -0 3

“ Links »

|-

ORACLE Enterprise Manager 10¢g
Application Server Control

Farm = Application Server: rnidtierjsp. appd crmic.ca

OC4J: OC4J_CMICtest2005

Logs Preferences Help

= 0C4J: OC4)_CMICtest2005

Home l Applications  Adrministration

General
Status
SE
Start Time

Virtual
Machines

Up
Jul 11, 2005
9:36:43 AM

JDBC Usage
Open JOBC Connections
Total JDBEC Connections
Active Transactions
Transaction Commits
Transaction Rollbacks

E Y
w

Stop ) ( Restart )

Faye Refreshed Jul 11, 2005 3:19:00 PM

Status
CPU Usage (%) 0.04
Memary Usage (MB) 234.99
Heap Usage (MEB) 150,96

Response - Servlets and JSPs
Active Sessions 9
Active Reguests 1
Request Processing Time (seconds) 0,00
Requests per Second  0.05

Response -EJBs
Active EJB Methods 0
Method Execution Time (seconds) 0.00
Method Execution Rate (per second) 0.00

Home [Agghcatinns Adrninigtration

Copyright @ 1996, 2004, Cracle. All rights reserved.
About Oracle Enterprise Manager 100 Application Server Contral

Logs | Preferences | Help

= |

&
5)

[T [ [S3tocalintranst

|
4

Scroll through the list of all deployed applications until you find one of the files that did not deploy

correctly. Select the file by marking the select field then press the [Undeploy] button.

ORACLE Enterprise Manager 10¢
Application Server Control

Farm > Application Server: midtierjsp.appd.cmic.ca
0OC4J: OC4J_CMICtest2005

racle Enter Manager - 0C43: 0C41_CMICtest2005 - Microsoft Internet Explorer = ID 5'
File Edit Wiew Favorites Tools  Help | }'F
QBack = &3 - (] 2] (0| P scach SoFovaries @ [ (0- o Bl- L@ 3 Huﬂks | -

P

Logs Preferences Heln

= 0C4.J: OC4)_CMICtest2005

mj Applications | Administration

Default Application Narme  default
Default Application Path  application.xml

Deployed Applications

Page Refreshed Jul 11, 2005 3:23:19 P

Deploy EAR file ) ( Deploy WAR file )

| Edit ) Undeploy )\ Redeplay )
© Previous [1-25 of 108 x| Next 25 &

6)

Request
Processing  Active
Parent Active Time EJB
Select Name Path Application Requests {seconds) Methods _|
© AplOv fapplications/ApLOY ear default 0 0.00 0
cmic fapplicationsfemic. ear default n] 0.00 o
© CMiCDashboard fapplications/CMiCDashhoard. ear default 0 0.00 ]
€ |Cmiclov fapplications/CmicLov.ear default 1] 0.00 o
€ CMiCPublic fapplications/CMICPublic.ear default i} 0.00 0
C |Cmlov fapplications/CmLov.ear default n] 0.00 u]
€ Collablogin fapplications/CollabLogin. ear default 0 0.00 0
& DMlzsue fapplications/DMIssue.ear default o 0.00 o
©  Dmlov fapplications/DmLov.ear default 0 oon 0
€ DMSchedule Jfapplications/DMSchedule. ear default n] 0.00 1]
€ FlashDashboard fapplications/FlashDashboard. ear default i} 0.00 0
©  FnrmsTreeview .’a‘n‘nllrahnanFnrm:;Tn:pwpw Rar default | n [0 n j
&l [ [ N3 localintranet 7

The system will ask you to confirm the action — Verify the application name and if correct press [Yes]
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] Oracle Enterprise Manager - Warning - Microsoft Internet Explorer o [m] B3]

| Fle Edi ¥ew Favortes Tools Help | =

[ @k - D - 4 [ ] Psearch Fravortes @ - 5 Bl - @ 3 [[unks >]] &2 -
ORACLE Enterprise Manager 10¢ = |
Application Server Control Logs Preferences Help

—
/I\ Warning

You have chosen to remove J2EE application "HrElectBenefits”.

Do you want to proceed?

Logs | Preferences | Help

Copyright @ 1996, 2004, Cracle. All rights reserved.
About Oracle Enterprise Manager 100 Application Server Contral

-]
[& [0 [ N3 Localintranet P

The system will start to undeploy the file. This may take a little time — be patient!

When the process is complete the system will return a screen saying all was completed.

) Oracle Enterprise Manager - Confirmation - Microsoft Internet Explorer o [m] B3]

| Fle Edi ¥ew Favortes Tools Help -4

| QBack - &) - (] 2] (A P search FoFavariies € | (3- B - )@ 3 “Llnks > -
ORACLE Enterprise Manager 10¢ = |
Application Server Control Logs Prefersnces Help

Confirmation

J2EE Application "HrElectBenefits” was removed.

Logs | Preferences | Help

Copyright & 1996, 2004, Cracle. All rights reserved.
About Oracle Enterprise Manager 100 Application Server Contral

-]
[& [0 [ N3 Localintranet P

7) Press [OK] to return to the list of applications

Repeat steps 5 thru 7 for each file that did not deploy in the environment.
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Exit Enterprise Manager.
8) Login to the server on which the JSP’s did not deploy correctly as the user Oracle.
9) Open a DOS prompt in the d:\cm\ias\oc4j\<Environment>\deploy directory
10) Type in Deploy_<Environment>
This will deploy all files still sitting in the d:\cm\ias\oc4j\<Environment>\deploy\new directory.

When the deployment has completed successfully the DOS window will say that all was successful.
Double check the D:\cm\ias\oc4j\<Environment>\deploy\new directory is empty.

If the DOS window indicates that there is still an error, please create an Issue and include the text from
the Deployment DOS window.

Error Opening JDBC Connection

Any time you get an error message with a java stack trace while running CMiC Software check for the words
"Error opening JDBC connection”. That is the most frequent error that people encounter. It means that the
application server cannot connect to the database server.

In most cases you should be able to resolve that problem easily and quickly, without contacting CMIiC support.
The three main reasons why this error occurs are:
1) The database is not up (90% of the cases)
2) The database listener is not up
3) There is a network error between the app server and the database server.
You can solve the problem in 90% of the cases just by starting the database.
Nothing needs to be rebooted.

You should NEVER reboot the app servers to solve this problem except as a very last resort.

Make sure the database IS up

First you should test whether the database is up by attempting to log in via sgl*plus from a client workstation.

If you get an oracle error message that “Oracle is not available” you should attempt to bring it up. You can do
this by logging in to sql*plus as the user sys and issuing the startup command.

SQL>startup

You may be able to do that from a client workstation. Otherwise you'll have to log in to the database server and
run sql*plus from there.

In 90% of the cases the problem is now solved.

Verify the database listener is up

If however, you are unable to start the database, you should contact CMiC Support for assistance at this point.

It's pretty unlikely that you'll still have a problem if you did start the database successfully. If the application
server still gives the “Error opening JDBC connection” message, you’ll need to continue with the following
steps:
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First check the database listener. Start a DOS prompt on a client workstation. Issue the command tnsping
<database name>. For example, if the database in question is PROD, you would type:

C:\>tnsping PROD
If tnsping connects, it will respond with a message “OK”. If so, the database listener is ok.
If tnsping responds with an error message, you need to log on to the database server and start the listener.

If the database server is running Windows, go to Control Panel->Services and find the listener service
associated with the database in question. Start (or restart) it.

If the database server is running Linux or UNIX, log in as oracle and give this command:
Isnrctl start

When it finishes give this command:
Isnrctl status

If Isnrctl status gives an error message (on Linux/Unix) of if the listener service (on Windows) cannot be
started, contact CMiC Support.

If you are successful in starting the listener, try running tnsping again from the client workstation. If thsping
connects, then you're probably ok to run the programs.

Verify the Network Connection

If the database AND the listener are both up, but the app server still gives "Error opening JDBC connection™
then you probably have a network problem. Log in directly to the app server console as the user oracle. Try
tnsping and sgl*plus. If neither of them can connect to the database, but you CAN connect to the database using
sgl*plus from a client workstation, it's probably a network error.

Investigate the network problem. If you can’t fix it, contact CMiC Support for help.

Managing Report Servers in CMiC V10

CMIiC Software version V10 uses Oracle Application Server 11g Release 2. (AS11G)
An Oracle process called OPMN manages all report servers.

The Oracle installation automatically creates a Windows Service for each report server. Because OPMN
manages all the report servers, we set the startup property for each service to Manual when we install CMiC
Software.

You should NOT try to start report servers from the Windows services applet.

You can manage the report server directly from the application server where it is running.
Here are the steps to follow:

Login to the application server as the user oracle

Run the following commands from dos a prompt:

cmd> cd D:\oracle\midtier\asinst_midtier\bin

cmd>opmnctl status

Run the following commands from dos a prompt:

cmd>cd D:\oracle\midtier\asinst_midtier\bin
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cmd>opmnctl status

The output will look similar to this:

indows',system32' cmd.exe

D:nred oraclesmidtiersasinst_midtier

D:voraclesmidtiervasinst_midtierdcd bin

D:\oraclesmidtieria t_midtiersbin>dir
Uolume in drive Th
Uolume Serial Number is 8@73-88C2

Directory of D:voraclewmidtiersasinst_midtiershin

A?,01/2810 H <DIR> .
A?/01/2810 H <DIR> ..
A2 01/2810 H frmf2xnl.bat
A9 .081.,2018 H frmplsglconu.
A?-81,2810 H frmxml2f bat
A?-81./,20818 H frmxnlsg.hat
a?-01,2018 : frmxmly . hat
A?,81/20818 H opmnctl.hat
A% ,081/2018 H 3 sign_webutil.bat
9 hytes
hytes free

D:voraclesmidtiersasinst_midtiersbinopmnctl status

status

eportsServerComp™
eportsServerComp™
devZuiBdevvid eportsServerComp™
emagent_midtier MAGENT
ReportsServer_devZUiB_midtier eportsServerComp™
ormsRunt ime
ormsRunt ime
ormsRunt ime
ormsRuntine

i OHS

D:voraclesmidtiersasinst_midtiershin

You can stop a report server with the “stopproc” command.

For example, to stop the “dev2v10devv10” report server the command is:
cmd>opmnctl stopproc ias-component= dev2v10devv10

You can start a report server with the “startproc” command.

For example, to start the “dev2v10devv10” report server the command is:
cmd>opmnctl startproc ias-component= dev2v10devv10

If the opmnctl status command shows that the report server is down, use the startproc command to start it up. If
opmnctl status shows that it is up, but you are having problems with it, you can try shutting it down with
stopproc and then starting it back up with startproc to see if the problem goes away.
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Administering Oracle and CMiC Workflow

Loading Workflows into a Database

The tool for loading workflow definitions into and extracting workflow definitions from a database is Oracle
Workflow Builder. When you extract a workflow definition from a database you create a .wft file.

If you need to load a workflow definition file into the database you can also use the Oracle wfload utility.

Wfload_cmic.bat is a program created by CMIC.
You will find it in the D:\oracle\midtier\midtier\bin\ directory.

The syntax is
Wfload_cmic.bat owf _mgr/<owf password>@<db> <wft_file>

For example, if the file you want to load is named sample.wft and the database is TEST and the password for
the owf_mgr user in the TEST database is owf_mgr, you would start a DOS prompt on the application server
and run this command:

DOS>D:\oracle\midtier\midtier\bin\wfload_cmic.bat owf _mgr/owf _mgr@TEST sample.wft

Please note that if the file name contains spaces you should enclose it in double quotes. So, for example, to load
a workflow definition file called Department 10 Workflow.wft you would use:

DOS> D:\oracle\midtier\midtier\bin\wfload_cmic.bat owf _mgr/owf_mgr@ “Department 10 Workflow.wft”

Utility Scripts for Maintaining Oracle Workflow

The following scripts are all found in the JSPSQL folder on the application server(s). They should be run via
sgl*plus as user OWF_MGR not DA.

The first two scripts are useful to clean out existing workflows, especially when you load new definitions of
existing workflows.

The third script is useful to make sure that all users in your LDAP (Oracle OID) are also available for using
Oracle Workfow (i.e. for sending/receiving notifications).

owkf purge_items.sql

Run this script as user OWF_MGR to delete all completed instances of workflow items. It will not delete
instances that finished on the current day. This script should be run before running
owkf _purge_activities.sql.

owkf_purge_activities.sql

Run this script as user OWF_MGR to delete obsolete revisions of workflow activity definitions. This is
only useful if a lot of changes have been made to your workflow definitions. Every time you save a
workflow into the database another revision is created. All workflows launched will use the latest revision
but older workflows may still be using older revisions. Revisions still in use by a workflow item instance
will not be deleted by this script, which is why owkf_purge_items.sqgl should be run first.

owkf_synch_all.sql

Run this script as user OWF_MGR to create workflow users for all LDAP users who are not already
workflow users.
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Restarting Application Server Components

CMIC Software uses Oracle Application Server software on the middle tier. For version 2004.2, CMiC
Software runs on Oracle Application Server 10g Release 1. For version 2006, CMiC Software runs on Oracle
Application Server 10g Release 2.

CMIC Software uses 3 “installation types” of Oracle Application Server software.
One is called Infrastructure.

One is called BI_Forms.

One is called J2EE.

Each of these is a separate installation, installed into what Oracle calls a separate “Oracle Home”. Each

installation also has a name. We call the three installations “infra”, “midtier”, and “midtierjsp”.

A table makes it easier to understand:

In version 2006 it looks like this:

Installation Type Name Root Directory
Infrastructure Infra d:\oracle\infra
Bl_Forms midtier d:\oracle\midtier
J2EE midtierjsp d:\oracle\midtierjsp

You always will only have one infrastructure installation for one CMiC Software system. If you have more than
one server, then you will most likely have more than one midtier and midtierjsp installation in that system.

Each installation type on a given server is called an instance. The instance name is <name>.<server>. So, for
example, on server myserver.mycompany.com you might have both an infra installation and a midtier
installation. These two instances would be named infra.myserver.mycompany.com and
midtier.myserver.mycompany.com.

All the instances in one system are called a farm. The farm is managed by a single infrastructure instance. That
is why there is never more than one infrastructure installation in one CMiC system.

Note: an installation is a set of files on the disk while an instance is the set of processes running in memory
when the Oracle software is running. The terms installation and instance are often used interchangeably to refer
to the same thing.

Each installation/instance contains multiple components. The components are unique to the installation type.
For example, all installations (infra, midtier, and midtierjsp) have their own http server components, but report
server components only exist in a midtier installation.

You can manage the components via command line.

Most of the time your actions will be limited to starting a service that is down, or stopping and then starting it if
it is hanging.

Purpose of the Support Environment

CMIC Software always installs with an environment called Support. This environment is reserved for use by the
CMIiC Support department, to analyze problems on your system.
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If you report a problem on your production system, the CMiC Support Department will attempt to replicate the
problem in-house on their own systems. If they are unable to do so, they may need to attempt to replicate the
problem on your system. In this case they need access to your production environment to do some testing. That
is where the Support environment comes in.

The Support environment has its own set of directories and its own OC4J server to run CMiC programs on the
application server. However, it is configured to point to your production database. This lets the Support
Department put debugging versions of CMiC Software programs into the Support environment and run them.
When they do that, it does not affect the users who are running in the production environment, because the
production programs are not affected. But it does let the CMiC Support personnel run the debugging programs
against the production database (where the problem is occurring) to find out what is causing the problem and
get you a resolution to your problem.
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Miscellaneous DBA/System
Configuration Information

Creating PM Documents and Uploading Attachments

In the CMIC Project Management application users have the ability to create documents and upload
attachments.

A document is a database record referring to a physical file. The actual file might be an MS Word document, an
Adobe PDF file, or any other type of computer file.

After you create a new document, you can upload the actual file as an attachment. Other users can then
download and review the file if they have the appropriate permissions. And with the correct permissions, you or
another user can upload new revisions of the file — each revision is stored separately.

The Upload Process

The user uploads a file using a web browser’s standard file upload capabilities. The upload is done using the
http(s) protocol.

The uploaded file is initially copied to a temporary directory on the CMIC application server. From there, a
process on the application server is invoked to copy the file to its permanent storage location, and the temporary
copy is erased.

Once an attachment is uploaded to the application server, all attachment reads and writes are done by the
application server itself. For instance, when the end user requests an attachment, the file server locates the
attachment and downloads the file to the end user’s browser, again using http(s) protocol. Permissions that
control which attachments a given end user can read are defined inside CMiC Software.

The permanent storage location for attachments is specified inside CMiC Software as the “document root
location”. Each environment (PROD, TEST, etc.) has its own document root location.

All Project Management uploaded attachments are stored in sub-directories beneath the “document root”. The
attachment path for each attachment is stored with the document record in the database.

Each attachment, and each revision of an attachment, is stored in a separate sub-directory beneath the document
root location. There is only one attachment file in any sub-directory. This avoids any file name collisions at the
operating system level. Thus, if you upload 4 revisions of the same file, each revision is stored in a unique sub-
directory.
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Attachment Storage Options

As described above, the document root location determines where attachments are stored for any given
environment.

The document root location can be a path on a local drive on the application server. This makes sense if you
only have one application server.

It can also be on a shared network drive using the operating system’s ability to share files across a network. So,
for example, the document root location might point to a directory on a file server. This location can be
specified by drive letter or by UNC name. Regardless of which method is used, the value should be identical for
all servers. If this is not possible, you can set up machine-specific physical paths. This would be useful, for
instance, if your Forms server is running Windows while your JSP server is running Linux. You can set up the
document root location uniquely by server, thus allowing each machine to reference the location according to its
own operating system conventions.

If you use a SAN device as your shared drive you might want to install a SAN card in each CMiC application
server. This should give you the best performance because all servers can directly access the SAN, but of course
it is also more expensive.

Alternatively you might set up a single file server with a SAN card, and send all requests for attachments
through it. In this case each application server would use a UNC path to access the attachments. The UNC path
would point to the file server. The file server would retrieve the data from the SAN and ship it across the
network to the application server that requested it. This is less expensive, but it is also slower, and it means that
if the file server goes down none of the application servers will have access to any of the attachments.

Defining Drill-Downs on the CMiC Dashboard

There are two ways to define drill-down relationships — depending on the complexity of the underlying views.
If the target catalog objects are based on tables or views that are not the result of a large number of other views
the filtering of drill-down information can be done without the use of context variables and any view can be
used. If the target catalog objects are based on a long sequence of views that may result in a large number of
objects being filtered at the end of this sequence, it is better to write the views so that the lowest level view
filters using context variables. This allows the view to filter out unnecessary data as early as possible.

Regardless of the approach you use there are two important caveats.

1) Catalog objects that are used as targets of drill-downs must contain only the columns that you want to
see. There is, at present, no way for the person designing a page to select which columns of drill-down
objects should appear in the displayed table.

2) The type of the columns used to filter data must be varchar2.

Case 1 — No Context Variables

A simple example of case 1 is the drill-down from alert summaries to alert details. The following is the
situation viewed from the summary display object.
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Catalog Objects
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allowy for more efficient data retriesval but require customized viewws. LApplying a where clause at

the top level works for any view: but can be less efficient.

[
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When this display object is selected and the “Drill-Down Keys” button is clicked the popup window shows the
setup for drilling down to another level. The column name on the left contains the value that must be passed
down to the “Alert Details — All Alerts” object to filter out all but the alert type in the row that was selected in
the summary table. The summary record is not filtered, so the “Key to this object” checkbox is left unchecked.

il

—

= |

The following is the setup for the detail display object.

Catalog Objects

Ohject Mame ¥2m Define Columns Used to Drill Down
= |[Action ttems For o1

et Details - & & Criling From |Alert Details - AI Alerts | Corilling Tol |
[asert petais - one. ey to s
J Alert Summary - al Column Mame in Wigw Object Cortesxt Mame
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Catalog Columns

Column Mame in L
* | [DATE_CREATED

ALERT_MAKME
ALERT_SUBJECT
ALERT_MESSAGE

= i e e W

Cloze |

Specify a context varisble name only if you are customing & viewy to use the value of this varishle.
therwise, leave it blank so that s where clause will fiter the top-level view, Context variahles
allowy for more efficient data retrieval but require customized viewws. Applying a where clause at
the top level works for any viewr but can be less efficient.

T1 T = | e

Since this is the destination, the column name on the left is the column that will be used in the where clause that
will be added to the query that retrieves the data for this object. The value in this column will be compared to
the value passed down from the summary object. In this case, the box is checked to indicate that the column is
to be used in a where clause to filter the records from this object.

If there had been another level of drill-down, an additional column would be added on the left but with the box
unchecked. The values of both of the columns (with boxes checked and unchecked) would be passed down to
the third level, where there would be checks next to both corresponding columns.
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Case 2 — Using Context Variables

An example of the use of context variables is the job status hierarchy. The top of this hierarchy is the “Job
Phase Status” object.

Catalog Objects

Ohiject Mame

CETs)
= |[ac Bril Dowen Pha:

_J Job Drill Doven Trar
Job Phasze Categor

;I Job Phase Status

Crrill-Ciowen Keys

Catalog Columns

Column Mame in Cx

- | [PROJECTED_OvE
POSTED_SCOPE_
POSTED_MOR_SC

[commTED_TO
PHS CoDE
PHS Mame
[SPENT_TO_DaTE

- | [oRiGINAL_BUDGE

ed to Drill Down

Drilling From [Job Phase Status |

Key to this
Column Mame in Wiew Ohject Context Mame
u CMIC_PHS_KEY
r
r
r
r
| [

Cloze |

Specify a context vatiable name only if you are customing a views to use the value of this variable.
Ctherwise, leave it blank so that & where clauze will fitter the top-level viewy. Cortext variables
allowe for more efficient data retrieval but reguire customized views. Applying a where clause at
the top lewvel wearks for any viewe but can be less efficient.

Drillimg To ok Drill Dovwn Cat Status

The column name on the left is used in the same way as in case 1. It identifies the source(s) of the value(s) to
be passed when drilling down.

In this case there is a value in the “Context Name” column. This is the name of a context variable that will be
used within the views used to retrieve data for the drill-down object. At this level it is used to tell the program
processing the drill-down where to store the value passed down from the upper object.

The next level (“Job Drill Down Phase Status™) illustrates both the use of a context variable and recursive

drilling.

Catalog Objects

Ohbject Mame Ohject Type Drilldoyyn Object Name Recursive  Recursive [
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v
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PHS 1 | | 1]
SPENT | | [E
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|: Cloze
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Drilling To [Job Dril Down Cat Status |

Cortext Mame
[emic_pHs_KEY

This object may drill down to another phase level or it may drill down to a category. The recursive flag is used
to tell the back-end processor to look for both possibilities. If there is another level of phases the target object is
the same as the source. Otherwise it is “Job Drill Down Cat Status”. Because we are using the hierarchy
column as the key, the source and target keys are the same column. However, the values in this column at the
lower level are longer. The views are designed to filter using LIKE on a prefix of the column rather than ‘=’.
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Note that in order to use recursive drill-downs you must define views that know which level each record is at in
the hierarchy, and understand the mapping of columns used to link one level to the next. This generally means
that you need a hierarchy column, although you may be able to achieve it by other means — such as a level value
in conjunction with mapping CTRL columns to key columns.

Let us now return to look at the definition of “Job Phase Status”.

Catalog Objects

Ohject Mame Ohject Type 1 Dhject Mame Recursive  Recursive Drilldowwn Okject M
;‘ |J0b Drill Down Phase Status | Tahle _-:!Down Cat Status | 72 |
|an Drill Diowen Transactions | Tahle _v_! | m |
_l |J0b Phaze Category Status | Tahle _-:J | [} |
;j Job Phase Status i'rabhg _v_!Dl:IWn Cat Status | ¥ |J|:ub Crill Dowen Phase Status
A 1 i

Note that it is also defined as being recursive. However, this object cannot be the target of a drill-down because
it contains many more columns than will fit on the page at one time. Hence, we override the Recursive
Drilldown Object Name to specify that recursive actually means “Job Drill Down Phase Status”.

Guidelines for Creating Views for CMiC Dashboard

When you create your own views for use inside CMiC Dashboard, please remember that the onus is on you to
ensure that the results are accurate and that the view performs acceptably. CMiC cannot be responsible for
either the results (data) or the performance (speed) of any Dashboard views not created by CMiC.

As well, any view you create must compile cleanly in sqglplus, i.e. it must be valid. The view must be
syntactically correct when used “as is” in sglplus, without the use of scan variables.

Double-quotation marks (*“) are prohibited anywhere in the creation of, or use of, a dashboard view.

SYS_CONTEXT

Any view called by the dashboard has automatically available to it the following “sys_context” values.

e  Values related to security
sys_context('CMIC_DASHBOARD','cmic_porsec_user’)
sys_context('CMIC_DASHBOARD','cmic_sec_user’)

e Values related to the “project” (job) in the drop-down list of the operator:

(a) values related to the specific “project” (job)
sys_context('CMIC_DASHBOARD','cmic_job_object oraseq’)
sys_context('CMIC_DASHBOARD','cmic_job_comp_code")
sys_context('CMIC_DASHBOARD','cmic_job_code")
sys_context('CMIC_DASHBOARD','cmic_job_contract_code")
sys_context('CMIC_DASHBOARD','cmic_job_rowid")

(b) values related to the company to which the specific “project” (job) belongs

sys_context('CMIC_DASHBOARD','cmic_comp_conschart_code")
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e Special Values

The dashboard catalog maintenance has available on the screen a field called “CMIC_PARAM_VALUE”. Any
data inside this field, (except for trailing blanks, but leading and embedded blanks are allowed) is available “as
is” to the view as sys_context('CMIC_DASHBOARD',’cmic_param_value’). This is convenient when a single
view (serving multiple purposes) must appear multiple times for different objects in the catalog, where the view
is identical in each of the catalog objects but the data returned by the view is filtered (or modified) by the
value(s) contained inside “cmic_param_value”.

You may create your own “sys_context” namespace to use within your views as long as the following rules are
followed:

e the namespace must be prefixed with something other than either “CMIC” or “USER” or “JC7001” or
“CUSTOM”

e neither the string “CMIC” nor “CUSTOM” may appear in any part of the name of the namespace

e the name does not conflict with any name used by Oracle

The method to implement a “sys_context”, and to initiate it for use in a dashboard view, is beyond the scope of
this document. In any case it will depend on your specific requirements. Because this is an advanced topic, you
will need to consult with CMiC for more information on how to proceed.

Drilldown

The creation of a view that allows drilldown depends on the method you choose and the structure of underlying
data.

In principle, any view may drill down to any other view, without any special coding, by using the facility
available in the dashboard catalog maintenance. The disadvantage is that the data retrieval may be slow
depending on the complexity of the views involved.

An optimized view which is the target of a drill down may be created by using “sys_context” to filter data in the
inner most portion of a complex view. The dashboard catalog maintenance (“Drill-Down Keys” button, under
the title “Column Name in View”) allows the administrator to link a particular column of retrieved data (from
the parent view) to a particular sys_context parameter (under the title “Context Name” , which means parameter
name).

The sys_context thus created may be accessed in the view as sys_context('CMIC_DASHBOARD','n") where ‘n’
is any valid name entered by the administrator under the title “Context Name”. The name must not begin with
“cmic”.
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Image Search Utilities Setup Screen

The CMIC Imaging application includes functionality to search the contents of image files and attachments.
CMIC Imaging supplies support for searching text files, pdf files, and Microsoft Word files.

The functionality is extensible — you can install additional search utilities to the system to handle additional file
types.

In order for the Imaging program to be able to search through the contents of files that are not in a textual
format, the files’ contents must first be translated into a textual format.

No translation is needed for any file that is already in textual format. Any other file type must go through the
translation process.

The programs that do the translation these various file types are called “search utilties”. CMiC Imaging includes
a new program called the “Image Search Utilities Setup Screen”. You use this program to define parameters for
each search utility.

The information that you define is stored in the database table DA.IMAGE_SEARCH_UTILITY. The Image
Search Utilities Setup Screen maintains the data in the table.

The table comes with pre-defined rows for text files, pdf files, and Microsoft Word files. You can add
additional search utility definitions to allow searching through other file types. Suggested utilities are listed in
the table for pdf and Word translation utilties. You will need to download and install them on your system.

The fields are:

File Type — File type (max. 4 characters).

Utility — Name of the utility used for searching this file type. The value entered must be formatted as:
CommandName %filename% %filename no _ext% temp_ filename% Filename dir%
Variables between % are replaced by appropriate values in runtime.

Environment Variables — Define the PATH and HOME variables for the search utility program (both “\” and “/”
are allowed). Use a comma to separate the PATH entry from the HOME entry (see screenshot below).

Output File — Specifies the output file generated by this utility program.

Output Flag — Most utility programs used for searching work by translating the input document into textual
format. Sometimes this is done by generating a new text file on disk. Other programs write directly to standard
output. Consult the documentation for the utility program and enter the appropriate value here. Appropriate
values are: “F” for new file and “S” for standard output. If the utility program does not create a new file or write
to standard output, but just reads the input file directly, leave this field blank.

Reader Flag — Set this flag to “Y” if this file type does not need translation (i.e. if it is a textual format). Set it to
“N” otherwise, i.e. if a search utility program is needed to translate the file contents to a textual format.

A sample screen shot follows below.
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Creating Attachment Directories When You Have

Multiple Application Servers
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If you have midtier and midtierjsp on a separate boxes then there must be a shared drive to save attachments
otherwise the objects saved through Forms (i.e. Midtier) will not be available from CMIC Enterprise (i.e.

Midtierjsp) and vice versa.

There are two steps to change the path; the attachments virtual and physical path must be identical on both

steps.

As a first step we need to change it from CMIC application. Go to System->Setup->System Options

In the Second Step we need to change HTTP server configuration.

To setup attachments we need to configure HTTP server on both “Midtier” and “Midtierjsp”.

The files to change are D:\cm\ias\j2ee\<ENV>\confi\devv10_middle.conf

And D:\cm\ias\j2ee\<ENV>\conf\ devv10_jsp.conf

Scroll down to the end of the file and under the heading of “Attachment alias for environment <env>"

Change the physical path and virtual path accordingly and put forward slash at the end of each path.

Example:
#Attachment Alias for environment devv10
Alias /attachmentdevv10/ "D:\cm\attachments/"
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After applying changes that will ask for restart the HTTP server.

Note: If shared drive is used put four back slashes before physical path.
Example:

Alias /attachments/ “\\\sharedrive\attachment\prod/”
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Cloning Procedures for CMIC

Cloning Overview

Cloning means copying the complete database from one environment to another. This is usually done to ensure
that your TEST environment has relevant, up to-date data that can be used for In-house Training, Testing new
business processes and/or testing new functionality.

As cloning means copying the complete database, and there are certain data objects in the database that refer
uniquely to the originating environments (such as directory paths and logo/signature locations), it is necessary
to preserve the data and then re-import it after cloning.

Cloning can only be done between two databases that are same CMiC Software patch level.

In this document we use the terms “source environment” and “target environment”. In most cases the source
environment is the PROD environment, and the target environment is the TEST environment. This document
uses the more generic terms because in theory you can clone from any environment to any other environment,
provided they are at the same CMIiC Software patch level.

What To Do First

Before you start the pre-cloning process, verify whether you have installed any hot fixes or custom programs
into the target environment that are not yet installed in the source environment. If you have, please make a note
of all the issue #’s that you installed, and put that aside. You will need to reinstall them in the target
environment later, as described in the section titled “What To Do Next” below.

CMIiC recommends that you promote all hot fixes and custom programs into the source environment from the
target environment before doing the cloning. That way both environments are absolutely identical when you
start, and you won’t have any issues to deal with after the cloning. Of course, that may not be possible, because
you may not have approved the change for promotion into the source environment yet. In that case you must
manually keep track of it, so that you can reinstall it later.

Pre-Cloning Procedure

The pre-cloning procedure creates special cloning copies of specific tables from the target environment that
contain environment related data in the source environment database.

Follow the steps below:
1) Login to the Forms Application Server as the user ORACLE
2) Starta DOS prompt in the d:\cm\VV10\<target_env>\sqgl directory
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3) Type the following command
pre_clone <source_env> <target_env>
Example: pre_clone PROD TEST

This program uses the connection info from dbdefine.sgl to connect to the source and target databases as

needed. It verifies that both databases are at the same release level, and it will quit with an error message if they
are not.

Cloning Procedure

Log into the database server and run the pre-defined cloning procedures as outlined in your Installation
documentation.

NOTE: If you add any data files to your source database, the cloning scripts must be updated to include the
new data file(s). If you don’t do that before running the scripts, the target database that you are trying to create
will not work because the additional data files will not have been copied.

Post-Cloning Procedure

The Post-cloning procedure reads the cloning tables created in the Pre-cloning procedure and updates the actual
tables with the specific environment related data.

Follow the steps below:

1) Login to the Forms Application Server as the user ORACLE
2) Start a DOS prompt in the d:\cm\\VV10\<target_env>\sql directory
3) Type the following command

post_clone <source_env> <target_env>

Example: post_clone PROD TEST

The data that is updated by this procedure (subject to change in future releases) is:

Table Column Description
COMPANY COMP_LOGO_FILE ON_WEB Company Logo Path
and File Name
ARCTRL ARCTRL_LOGO FILE AR - Company Logo
Patch and File Name
ARCTRL_LOCKBOX FILE PATH AR Control Lock Box
related field
ARCTRL_LOCKBOX FILE PATTERN AR Control Lock Box
related field
BABANKACCT BAB_SIGN_FILE1 Bank Account Auto

Signature # 1 — Set to
null if there was no data
in this field before the
clone.

BAB_SIGN_FILE?2 Bank Account Auto
Signature # 2 — Set to
null if there was no data
in this field before the
clone.
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Table

Column

Description

BAB_COMP_LOGO_FILE

Bank Account
Company Logo — Set to
null if there was no data
in this field before the
clone.

IMG_ALBUM_TABLE IMGA_ALBUM_DIRECTORY Imaging Album
directory
IMGA_ACTIVE_FLAG Imaging Album
Directory Active Flag
IMGA_ALBUM_DESC Imaging Album
description.
IMG_SOURCES_TABLE IMGS_SOURCE_DESC Imaging Source
Description
IMGS_SOURCE_DIRECTORY Imaging Source
Directory
IMGS_PROCESSED_DIRECTORY Imaging Processed
Directory

IMGS_ACTIVE_FLAG

Imaging Source Active
Flag

IMGS_OWF_VIRTUAL_DIRECTORY

Imaging Source Virtual
Directory

IMG_SYSTEM_OPTION

IMGSO_DOCUMENT_LOCATION

Imaging System

Options
IMGSO_DEFAULT_WORK_DIRECTORY Imaging System
Options
IMGSO_IMAGE_SERVER_ROOT Imaging System
Options
IMGSO_IMAGE_APP_DIR Imaging System
Options
IMGSO_IMAGE_START_PAGE Imaging System
Options
IMGSO_ICON_DIRECTORY Imaging System
Options
LDAPSERVERS LDAPS_URL Ldap URL
(2006-206 and later)
LDAPS NAME Name you call server
LDAPS USER Ldap-login-user
LDAPS PASSWORD Ldap-log-in-password
LDAPS BASE e.g. domain

LDAPS_PORT_NUM

Port for Idap

LDAPS_PRIMARY

Primary server Y or N

PYTAXSET TXS_DESCRIPTION US Payroll — Vertex
Tax Object
TXS _PATH US Payroll — Vertex
Tax Path
SEC SEC_USER Enterprise User Name
SEC_EMAIL User Default E-mail

Address

SEC_MAIL_MERGE_DIR_NAME

User Default Mail
Merge Directory

SEC_DFLT_PRNSRVR_DESNAME

User Defaults Printer
Server Name

SEC_DFLT_PRNSRVR_DESTYPE

User Defaults Printing
Type
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Table Column Description

SEC_DFLT_PRNSRVR_DESFORMAT User Defaults — Printing
Format

SEC_FAXSOFT_NAME User Defaults — Fax
Software

SEC DFLT_PRNSRVR_NAME User Defaults — Printer
Name

SYSATTOPT SAO_SERVER_URL System Options
Attachments Server
URL

SAO_ATTACHMENT _ROOT DIR System Options —
Attachment Root
Directory

SAO _ATTACHMENT _WEB_VIRTUAL_DIR | System Options —
Attachment Virtual

Directory
SYSLOGININFO SLI_PROD_CODE System Options — Login
Info — Product Code
SLI_ACCESS _TYPE_CODE System Options — Login
Info — Access Type
SLI_FRAME_TYPE_CODE System Options — Login
Info - URL
IOEMAIL_SYSOPT All Columns CMIiC 1/O Parameters
IOEMAIL_EMAIL_ADDRESS | All Columns CMIC I/O Parameters

Email Error Recipients
and Address Separators

IOEMAIL_OBJECT TYPE All Columns CMIC 1/O Object Types
IOEMAIL_BODY_TEMPLATE | All Columns CMiC 1/O email Body
Template
IOEMAIL_TEMPLATE All Columns CMiC 1/O email
Template
IOEMAIL_REPLY_FIELDS All Columns CMIiC 1/O Reply Field
Definitions
IOEMAIL_REPLY_SQL All Columns CMiC 1/0 Reply SQL

What To Do Next

After you’ve finished the post-cloning process, if you had previously installed any hot fixes or custom programs
into the target environment, and those programs are not yet installed in the source environment, you need to
reinstall them in the target environment so that they will continue to work properly.

Maintaining the Database Cloning Scripts

The database cloning scripts (on the database server) are created at the time the database is installed, and they
contain hard-coded references to data files and directories on the server.

If you make any changes to your database files, such as adding a new data file, or moving the files to a different
location, you MUST maodify the database cloning script to take the new change into account. Otherwise future
cloning attempts will cause errors.

If you are unsure how to modify the cloning scripts please contact CMiC Technical Support for assistance.
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Caveats

Sometimes not all the data can be restored from the target database (see “Post-Cloning Procedure” above). As
example, the LDAP server information (LDAPSERVERYS) is restored according to the following rules:

- if the source and target each have only one entry (one LDAP server), then it is restored

- if the source and target each have two entries exactly, the primary restores to primary, and the non-primary
restores to non-primary

- if the source and target have different number of LDAP entries, or more than two entries each, then only
the primary is restored

Cloning PROD to TEST across Separate Hardware
Systems

Some clients maintain their PROD and TEST environments on separate hardware systems. In this situation,
cloning PROD to TEST becomes a bit more challenging.

Here are the suggested steps to follow in this situation:

1. Run pre_clone.bat on the TEST application server. This will produce a file called clone_prestep.dmp that you
will use in step 7 below.

2. Do a full database export of the PROD database. Choose statistics=none during the export.

3. Drop all the database objects owned by the user DA in the TEST database. Do not drop the user DA, just the
objects owned by the user DA. You can log in to sql*plus as DA and use the script utdelu.sqgl for this. Be very
careful — make sure you are logged into the correct database when you run it!

4. Copy the full database export of the PROD database to the TEST database server. If you are using ftp to do
the copy, make sure you run ftp in binary mode. Import DA’s objects from the export file into the TEST
database. Choose grants=no during the import.

5. Run this SQL statement against the PROD and TEST databases. The result should be the same. If not,
investigate why it is different and fix it before continuing.

Select object_type, count(*) total_count
From all_objects

Where owner = “DA’

Group by object_type

Order by 1;
6. Log in to the TEST database using sql*plus as user DA and run grantall.sql followed by recompx.sql.

7. Run post_clone.bat on the TEST application server to finish the operation.

CMiC Enterprise DBA Guide V10 Cloning Procedures for CMiC e 49






Database Functions/Utilities

Removing Company ‘ZZ’

CMIC Software installs with a pre-defined company ‘ZZ’ already setup. This is done on purpose. It allows
new clients to run the system without having to know how to setup a company. This makes it easier for CMiC
consultants to Show the system, discuss different areas, aspects and relationships between the modules.

At some point, during the installation and training process some companies would like to see company ‘ZZ’
removed from their system, as they have now defined their own companies.

Procedure

Before you begin, find out into which “syscontact” company the user “DA” is to be placed. The desired
company must already have been set up in the database (da.company) before you begin. Further, the “log-in”
screen for each and every user (for each application) which uses ‘ZZ’ company as the default must have been
manually corrected before proceeding.

The system ships with scripts named UTDELCO.sql and UTDELCO_SAMPLE.sqgl which reside in the SQL
directory. Make sure there is nothing else running (no one else is using the system) when running these scripts.
The version of UTDELCO_SAMPLE.sql must be dated 2008 or later.

1) On the Application Server create a temporary working directory
2) Open a Dos Prompt in the temporary working directory (making it the current directory)
Part |
3) Copy UTDELCO_SAMPLE.sql into the temporary working directory
copy D:\CM\V105\PROD\SQL\UTDELCO_SAMPLE.sql
4) Load the copied UTDELCO_SAMPLE.sql into an editor, enter the value for C_new_comp_code, and save.
5) Start SQL Plus by issuing the following command at the DOS prompt:
D:\oral0g\midtier\bin\Sqlplus
6) Login as the user ‘DA’ to the database where company ZZ is to be removed.
7) Start utdelco_sample.sql
8) When the script finishes running, “rollback;” if any errors or invalid data has been displayed, else, “commit;”

9) In either case, execute (copy and paste) the two commands that the script displays on the screen at the end. If
there are any errors when executing the pasted commands, correct the errors and try this step again.
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10) When there are no more errors, you may proceed to Part |1
Partll
13) exit sglplus (you should now be in the temporary working directory)
14) Set the SQL Path correctly by issuing the following command at the DOS prompt:
Set SQLPATH=.;D:\CM\V10\PROD\SQL;
15) Start SQL Plus by issuing the following command at the DOS prompt;
D:\oralOg\midtier\bin\Sqlplus
16) Login as the user ‘DA’ to the database where company ZZ is to be removed.
17) At the SQL> prompt type in the following statements.
begin
execute immediate "purge recyclebin’;
end;
/
Start utdelco.sql

Utdelco.sgl will create a secondary script in the working directory called utdelcox.sqgl that contains the delete
statements.

18) Start utdelcox.sql
This script creates an ouput LST file UTdelcox.lst.

19) Review the file UTdelcox.Ist — if it has no error messages, you are done. If not, then repeat step 18 (or in
rare cases, go back to step 7 if necessary) until the output file is clean. It depends on the usage of company ZZ
as to how many times you need to run UTDELCOX.sql. It will normally run clean within 4 runs. If it takes
more than 4 runs and it is still not clean, you should contact CMiC Support.
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Copying Form Letters between Databases

This utility allows the user ‘DA’ to copy a Form Letter definition from Database A to Database B. In most
cases this utility is used to copy Form Letters created and verified in TEST into the PROD environment. The
utility allows for the copying of all letters associated with a specific Application and Letter Type, or All
documents with the Letter Type. This utility does a full replace of the document if it already exists in the target
database.

This utility is designed to be used by the system administrator. The utility is run via SQL as the user ‘DA’.

Procedure

This procedure is written as if copying a form letter definition from the TEST environment to the PROD
environment. If you are using this procedure to copy between different environments or your database names
are not standard please modify all references to “TEST’ or ‘PROD’ as required.

1) Using the Form Letter Definition screen, find the Form Letter that you want to copy to the new database, take
note of the Application Code, Letter Type Code, and Letter Format Code.

2) On the Application Server create a temporary working directory
3) Open a Dos Prompt in the temporary working directory
4) Set the SQL Path correctly by issuing the following command at the DOS prompt:
Set SQLPATH=.;D:\CM\V10\TEST\SQL;
5) Start SQL Plus by issuing the following command at the DOS prompt;
D:\oralOg\midtier\bin\Sqlplus
6) Login as the user ‘DA’ to the TEST database.
7) At the SQL> prompt type in the following command:
Start sysddatx.sql
The utility will then ask three questions, answer them using the information noted in step 1:
Specify Application Code to extract:
Specify Document Type to extract:
Specify Letter Code (blank for all letters):
The system will then display messages something like below:
Extracting system data for Form Letter definitions
Please wait ...
Emptying tmp_sysdoc_sglemd
Finished
Output in 'FLPM2030.SQL"

Take note Output file name. This file was created in the temporary working directory.
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8) At the SQL> prompt type the command ‘Exit’” and hit enter. This will close the SQL session and return you
to the DOS prompt.

9 Start SQL Plus again by issuing the following command at the DOS prompt;
D:\oral0g\midtier\bin\Sqlplus

10) Login as the user ‘DA’ to the PROD database.

11) At the SQL> prompt type in the following command:
Start xxxx.sql
Where xxxx.sql is replaced by the output file name noted in step 7.

12) At the SQL> prompt type the command ‘Exit’ and hit enter. This will close the SQL session and return you
to the DOS prompt.

The copying is now complete.

Restrictions

This utility copies the report definition it does NOT create user extension tables or custom views used within
the report. If the report definition being copied makes use of any custom object or user extension table then

these objects will need to be created identically in the target database. ( If a user extension is being used you
may opt to use the Copy User Extension Utility).

54 e Contents CMiC Enterprise DBA Guide V10



Copying User Extension Table Definitions between
Databases

Overview

This utility allows the user ‘DA’ to copy a User Extension Table Definition from Database A to Database B. In
most cases this utility is used to copy a UE Table defined/created and verified in TEST into the PROD
environment. This utility creates the complete extension if it does not exist and will add new columns and valid
data to existing extensions. This utility will not change any existing definition.

This utility is designed to be used by the system administrator. The utility is run via SQL as the user ‘DA’.

Procedure

This procedure is written as if copying a User Extension Table definition from the TEST environment to the
PROD environment. If you are using this procedure to copy between different environments or your database
names are not standard please modify all references to “TEST’ or ‘PROD’ as required.

1) Using the User Extension Table Maintenance screen, find the table that you want to copy to the new
database, take note of the Table Code.

2) On the Application Server create a temporary working directory
3) Open a Dos Prompt in the temporary working directory
4) Set the SQL Path correctly by issuing the following command at the DOS prompt:
Set SQLPATH=.;D:\CM\V10\TEST\SQL;
5) Start SQL Plus by issuing the following command at the DOS prompt;
D:\oral0g\midtier\bin\Sqlplus
6) Login as the user ‘DA’ to the TEST database.
7) At the SQL> prompt type in the following command:
Start uewrap.sql
This utility will then ask two questions:
Enter Table: - Enter the Table Code noted in step 1 (Case Matters)
Enter File Name to save creation script of collections:
(Extension will be ".UE") Specify Letter Code (blank for all letters):
Enter the Table Code noted in step 1 (Case Matters)
The system will create a file called <Table Code>.ue
This file was created in the temporary working directory.

8) At the SQL> prompt type the command “Exit” and hit enter. This will close the SQL session and return you
to the DOS prompt.

9 Start SQL Plus again by issuing the following command at the DOS prompt;
D:\oralOg\midtier\bin\Sqlplus
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10) Login as the user ‘DA’ to the PROD database.
11) At the SQL> prompt type in the following command:
Start < Table Code>.ue

Where <Table Code> is replaced by Table Code noted in step 1. This command may give errors where it
cannot insert due to existing data. Don’t worry about this.

.12) At the SQL> prompt type the command “Exit’ and hit enter. This will close the SQL session and return
you to the DOS prompt.

13) Verify the copy by logging into CMiC Enterprise and comparing the User Extension Fields and Table
Maintenance Screens between PROD and TEST

Copying Flysheet Definitions between Databases

This utility allows the user ‘DA’ to copy an Imaging Flysheet Definition from Database A to Database B. In
most cases this utility is used to copy a Flysheet defined/created and verified in TEST into the PROD
environment.

The utility creates all ‘Flysheets’ and related data associated with a document type. It will create new or update
an existing definition where possible.

This utility is designed to be used by the system administrator. The utility is run via SQL as the user ‘DA’.

Procedure

This procedure is written as if copying a definition from the TEST environment to the PROD environment. If
you are using this procedure to copy between different environments or your database names are not standard
please modify all references to “TEST’ or ‘PROD’ as required.

1) Using the Imaging Document Type screen, find the document type that you want to copy to the new
database, take note of the Document Type.

2) On the Application Server create a temporary working directory

3) Open a Dos Prompt in the temporary working directory

4) Set the SQL Path correctly by issuing the following command at the DOS prompt:
Set SQLPATH=.;D:\CM\V10\TEST\SQL;

5) Start SQL Plus by issuing the following command at the DOS prompt;
D:\oral0g\midtier\bin\Sglplus

6) Login as the user ‘DA’ to the TEST database.

7) At the SQL> prompt type in the following command:
Start imgddatx.sql
This utility will then ask the following questions:
Specify Document Type Description to extract (Optional):

Enter the Document Type noted in step 1 (Case Matters) or leave blank and the system will export
all Document Types

The system will then display the following:

Extracting flysheet data for Document Type Description: <Document Type>

56 e Contents CMiC Enterprise DBA Guide V10



Please wait ...
Emptying tmp_flysheet sglcmd
Finished
Output in 'imp_flysheet.sql'
The procedure created a file called Imp_Flysheet.sgl in the temporary working directory.

8) At the SQL> prompt type the command ‘Exit” and hit enter. This will close the SQL session and return you
to the DOS prompt.

9 Start SQL Plus again by issuing the following command at the DOS prompt;
D:\oral0g\midtier\bin\Sqlplusw

10) Login as the user ‘DA’ to the PROD database.

11) At the SQL> prompt type in the following command:
Start Imp_Flysheet.sqgl

12) At the SQL> prompt type the command “Exit’ and hit enter. This will close the SQL session and return you
to the DOS prompt.

13) Verify the copy by logging into CMiC Enterprise and comparing the document types and flysheet definition
screens between PROD and TEST.

Note: In the PROD environment you will need to run the [Create Flysheet Structure] function on each flysheet
imported to actually validate and create the flysheet tables.
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Installing CMIC Patches

Patching

Note that in these instructions we will assume that you are applying a patch into the PROD environment. If you
are applying it in a different environment, change PROD (or prod) to TEST (or test).

CMIC Patches must be installed on every application server that has a midtier or midtierjsp installation.
Normally every application server has a midtier or a midtierjsp installation, or both. The only exception to this
is if you have a stand-alone infrastructure server. A stand-alone infrastructure server only has an infra
installation. The rule is: if you have more than one application server, you must install CMiC patches on every
application server, except any stand-alone infrastructure server.

When you install a patch on the first application server, the patch installation program will recognize that the
database has not been updated yet, and it will run the database upgrade scripts as part of the patch installation
process. When you install the same patch on the subsequent servers, the patch installation program will
recognize that the database is already up to date, and it will not run the database upgrade scripts again. This
means that applying the patch on the subsequent servers will take less time (possibly significantly less time)
than running it on the first server.

It is very important to run the patch installation program on each server. This is because the patch installation
program does more than just copy files — it also updates configuration files on the server. The only way to
properly install a patch is to run the patch installation program on every server.

A CMIC patch is not fully installed until you have installed it on all your application servers, and deployed the
JSP programs for that patch on every application server that has a midtierjsp installation.

If you are installing more than one patch at the same time, the recommended methodology is to install the first
patch on every application server, then install the second patch on every application server, etc.

Here are the steps to follow:
a) Download the patch from CMIC to the patches folder.
b) Run the .exe file and follow the prompts to extract the patch.
¢) Open aDOS window from the patches folder egg: D:\Patches\\VV10-014\v10patchinstall
d) Enter D:\Patches\\V10-014\v10patchinstall>patchinstall.bat devv10 JSP=no
This command says we are not deploying ‘JSP’s’ with the patch. The default action is to deploy JSP’s.
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[&+] Administrator: indows'. system32' cmd.exe - patchinstall.bat dewv10 jsp=no

D:~Patches*\UiB-Bi4 viBpatchinstall>patchinzstall.bat devvliBd jsp=no
Installing UiB8-814 into the devulB environment

The following environment variables have been defined:
AS_FORMS_ROOTDIR => D:~oraclesmidtiersmidtier
AS_JEP_ROOTDIR =»> D:“oraclesmidtierjspsmidtierjsp
CLIENT_ROOTDIR =»> d:“oracle~ligClient

CMC_IAS_ROOTDIR => D:“cm-ias

CHC_UTILITYDIR => D:~emsiassutility
CMC_UERSION_ROOTDIR => D::cm

TS_INDEY => IDX

TS_USERS => USERS

Mot deploying jsp programs

If the values are correct
Type C and press ENTER to continue

otherwise type Q@ and press ENTER to guit...

e) If the information displayed is correct then enter ‘c’ otherwise ‘q’.
f)  The patch will run and at the end will display:

V10patchinstall.pl finished. Be sure to check the file V10-015_patch_install_log.txt for any error
messages. Also please check the d:\cm\v10\salesv10\saved\V10-015 directory for any newer files that
were found.

Please email SendToCMIC_salesV10 _V10-015_salesv10.txt to patchlogs@cmic.ca for verification.
g) The file to email is located in a path similar to this:
D:\cm\ias\utility\patchinstall\logs\\V10-014\<env>\2011-6-9--16-40-51
h) After a successful patch installation a file will be created at
D:\cm\ias\utility\patchinstall\successful_installs\env
i) Install the patch on all CMIC Application servers that contain a midtier or midtierjsp.
CMIC patches are NOT applied to the Infrastructure server.
j) After the JSPs have been deployed log on to CMIC as DA and test the application.
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How to ‘Re-install’ Patches

This outlines what steps to take if for some reason it is necessary to re-install a patch older than the currently
installed patch.

This procedure will NOT reverse a patch install. After re-installing a previous patch you MUST continue
installing patches until the system is back up to the starting patch number

When Patchinstall is run it updates both the database and the server to indicate that patch X was installed
successfully.

The database is updated to the correct Patch Number by updating the field sys_upgrade_code on the table
da.SYSOPT, while the server is updated for the environment by putting a text file with the patch code name in
the following directory — d:\cm\ias\utility\patchinstall\sucessful_installs\<env>\.

To reinstall a patch:

1) Remove the file(s) in d:\cm\ias\utility\patchinstall\sucessful_installs\<env>\ that are equal to or greater
than the patch that needs to be re-installed.

For example if the patch being re-installed is patch VV10-14-2 and patch V10-15-2 and v10-16-2
have already been installed all 3 files must be removed.

2) Update sys_upgrade_code to be one patch # before the patch to be reinstalled. For example if the
patch to be re-installed is VV10-14-2 then update this field to be VV10-13-2.

Update da.sysopt set sys_upgrade_code = “V10-13-2;

Commit;
3) Reinstall the Patch
4) Continue installing Patches in sequence until the system is back at the starting point.

Location of Log Files

D:\oracle\midtier\asinst_midtier\
D:\oracle\midtierjsp\asinst_midtierj

D:\oracle\midtierjsp\user_projects\domains\cmicdevv10\servers\cmicdevv10_dev2V10 cmic_ca\logs
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