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DocuSign Integration

Overview — DocuSign Integration

The CMIC DocuSign integration provides the easiest and most robust Enterprise electronic signing solution.
Layered on top of CMiC ECM (Enterprise Content Management), the solution allows users to quickly prepare
documents for signing by selecting project documents and specifying recipients. Then with the click of a button,
the documents are locked and transmitted to DocuSign’s eSignature transaction management platform.
Recipients are notified to complete the signing process in DocuSign. After completing the signing process, the
signed document, with signatures, is made available in CMIiC as a new revision.

This seamless CMiC eSigning solution simplifies the signing process by:
allowing quick document selection
specifying recipients either from project defaults or contacts
keeping track of both the unsigned and signed versions of the document
providing the complete signing history

applying version control

Prerequisites
The following is needed to run the integration successfully:
1. Appropriate CMiC PM JSP licenses.
2. A CMiC DocusSign license.
3. CMIC (v10x or later) configured and running over HTTPS (on port 443).
4

The server must be running TLS 1.1 or 1.2, however, TLS 1.2 is recommended by CMiC. This is to
ensure DocuSign is able to transmit status updates and signed documents back to CMiC (integration
will not work with TLS 1.0).

5. DocuSign licenses (purchased from DocuSign) for each CMIiC user that will be sending documents for
eSignatures.

6. Email based login method for DocuSign licenses. It can be set on the System Contact details —
External Software Login tab. For details, please refer to the following section, PM Setup.
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7. Any sending user on the project must have the appropriate document security in PM JSP (i.e. must be

assigned to a project and must have a project role that allows access to the PM document types being
used in the integration).

8. Ensure the JCE (Java Cryptography Extension) for JDK 1.6 is installed on your server. CMiC DBA
Services can assist with this or provide a document with the details.
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Setup

Overview — Setup

In order to use the CMiC DocuSign integration, you must configure CMiC RTI (Real-Time Integration) and the
DocuSign Connect service as follows. CMiC RTI accepts document status updates and the signed document

sent by the DocuSign Connect service in real time.

DocuSign Documentation

DocuSign provides online support resources, which can be searched via their main support webpage:

https://support.docusign.com/en/

RTI Setup

kSt CMiIC Field Menu
Search Go
[} Project: MDR DSIGN Project (MDR-DSIGN, MDR-DSIGN}

Log in to CMIC Field and open RTI Maintenance.

+{_) Communication Management
{_) Document Management
+{_) Subcontractor Prequalification
£{_) Bid Management

£{_) Budget & Cost Management
{_) Site Management

£{_) Reports

£{_) User-Defined Logs

{3 File Maintenance

() Local Tables

| BIM 360 Maintenance
[ Menu Maintenance

() Enterprise PH

L] Project System Options
[ Company Control

(1) Project Maintenance

L] Activities

[ user-Defined Log Types.
|1 User-Defined Logs

() Log Buider

[ SdMenu_ACS_logs1

() Defautt Fiters

|1 User-Defined Fields

|1 User-Defined Classifiers
L] Report Assignment

|1 Prompt Maintenance

|1 User Defaulls Maintenance

Document Merge
() Rea-Time Integration
7 ATlMantenance
{1 RTIMapping
i1 RTIEror Log
11 RTILog
1.1 File Upload
(23 Auto Cold Storage
] Job Scheduler
7 Security
123 Subcontractor Reviews
i (3 Review Moderation
i () Subcontractors

frem|
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Internal Site

Internal Site Internal Adapter External Site External Adapter External Site Ip Communication Links E-Mail Blackout Schedule Adapter Type Version

Internal Site Name Transmit Url Internal Site Version

cMIC https:/fwww.mycompany.co wl |Z| & X

If it doesn't already exist, create an internal site called CMIC, then click on [Save].

Internal Adapter

mternalsite |[[PIEETPVEITR  externalsite | ExternalAdapter | ExternalSitelp | CommunicationLinks | E-Mail | BlackoutSchedule | AdapterType | Version * Resource

Interral Ste [S09 Version [}

Adapter Type.
Hitp Receive Adapter for DocuSign E DOCUSIGNIRA DOCUSIGNIRA HTTP REST DocuSign X
i Tt Adpts for o [ooctstoua B [ [ [ = = x|

[ +|

Select "CMIC" from the Internal Site drop-down list. Create a new record by clicking on the add [+] button.
Select "Http Receive Adapter for DocuSign" as the Adapter Type. For Adapter Name and Adapter 1D, enter
"DOCUSIGNIRA". Create another new record. Select "Http Transmit Adapter for DocuSign" as the Adapter
Type. For Adapter Name and Adapter ID, enter "DOCUSIGNITA". Click on [Save].

External Site

Internal Site | Internal Adapter |[WERLZCT  ExternalAdapter | ExternalSiteIp | Communicationlinks | E-Mail | BlackoutSchedule | AdapterType | Version | Resource | Software System

Create a new record. Call the external site "DocuSign" and click on [Save].

External Adapter

[ : ] i i i i el [ = owasson fex

Select "DocusSign" from the External Site drop-down list. Create a new record. Select "Http Receive Adapter for
DocuSign" as the Adapter Type. For Adapter Name and Adapter ID, enter "DOCUSIGNERA". Create another
new record. Select "Http Transmit Adapter for DocuSign" as the Adapter Type. For Adapter Name and Adapter
ID, enter "DOCUSIGNETA". Click on [Save].

External IP Address

 Internal Site | Internal Adapter External Site External Adapter |[WETPHETES T Communication Links E-Mail Blackout Schedule Adapter Type Version#  Resource Software System

Sit= FQDN | Site IP | Transmit Flag Receive Flag | Transmit Ip Port Transmit JEE Server

As an added layer of security, you can specify the DocuSign IP addresses from which to accept transmissions.
The IP Address details can be supplied by CMIiC and/or DocuSign at setup time.
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Communication Links

+ IntemnalSite | InternalAdapter | ExternalSite | ExternalAdapter | Externalsitelp |[REi it JU Pl E-Mail | BlackoutSchedule | AdapterType | Version | Resource | SoftwareSystem | Re
fware System [[RoaRay [=] [ save |
Link | Link Identity Code | e | e | D ar g | BT | S | P T | Vaiidate 1P Address
DOCUSIGN DOCUSIGN ax [+ DOCUSIGNIRA [+ | DOCUSIGNITA [+ DocuSign [~ DOCUSIGNERA [+ | DOCUSIGNETA [ =] ro [v] X
[ +

Select "DocuSign" from the Software System drop-down list. Create a new record. Enter the Link and Link
Identity Code as "DOCUSIGN". Select "CMIC" as the Internal Site. Select "DOCUSIGNIRA" and
DOCUSIGNITA" as the Internal Receive Adapter and Internal Transmit Adapter respectively. Select
"DOCUSIGNERA" and DOCUSIGNETA" as the External Receive Adapter and External Transmit Adapter
respectively. If you have entered valid DocuSign IP addresses in the External IP Address tab then select "Yes"
for Validate IP Address, otherwise select "No".

DocuSign Environment

Project System Options

El CHMIC Field Menu Project System Options
) @ @ Locking | DocumentTypes | Field Options | Contract Forecast
/3 Project: MDR DSIGN Project (WDR-DSIGN, MDR-DSIGN) StartPage URL |http:/jwww.google.com
{3 Communication Wanagement
{1 Document Management Auto Copy Quoted PCT Amt:
(1 subcentractor Prequalfication Spec Section LOV Options | Alow Both CSI Code & Free Form [
{2 Bid Management
{3 Budget & Cost Management Spec Sub-Secton LOV Options | Alow Both CS1 Code &Free Form [=]
Site Management
8 T & Bid Contacts By Company [
; ide Legal Ent e ln
{1 user-Defined Logs: Hide Legal Entity Type In B LOV
{9 File Maintenance
1) Local Tables Apply User Profile Changes To All Projects [
L] B 360 Maintenance Use Daily Journal Date for Autorumbering [
[ Menu Maintenance
() Enterprise Pi o Remaining Budget Amount In Phase Y
o Show R Budget Amount In Phase LOV OFSC And SCCO [
LT Wit s s Recyde PCI Number Upan Modify Type
"Company Control
{2 Project Maintenance Submittal Status Update by Last Submittal Review Cyce
-] Activiles
13 User-Defined Log Types Multiple Report Printing
|] user-Defined Logs Submittal Header and Latest Review Cyde Contacts Update
{3 Log Builder
() SdMenu_ACS_logs1 Use NotefAttachment flags in Email Notification Setup
{2 Defaut Fiters ‘Add From Emil ID to CC Field
[ 1 User-Defined Fiskds
” se new Enhanced Cost Detail papup in JcContractForecas
[ User-Defined Classifiers. U Enhanced Cost Detail JeContractF t @

-] Report Assignment
[] Prompt Waintenance:
[] User Defautts Maintenance Auto Fill Description on Subcontract Change
{3 Document Merge
1) Real-Time Integration

Exclude Closed Subcontracts from Single and Aggregate Project Limits Amount [

Alow for Changing To Same PCI Type

{2 Auto Cold Storage Allow Canceling FCTs ith Posted SCOs
[ 3 Job Scheduler
2 Secunty Keep Same PCI Number Upon Modify Type
{3 subcentractor Reviews Show Highlighted Submittal in Tree-viern

SC Pre-qualification Limits on Controling 6P

EO0O0EE

Use Dates Required by Schedule and Current Progress for Submittals

Project Contact Default PM Role

Doasson Ervroment | beme [2]

Allow Multiple Bid Contacts per Partner Allow Mutple Bid Responses

[»

Show Subcontract UDF on Subcontract Change Order ]
OCO Original Amount Job Roll-In - [

Shaw anly Assigned to Project Checklists []

Collaborate - Gateway SSO passthrough

Project System Options; standard Treeview path: CMiC Field > File Maintenance > Project System Options

Go into Project System Options and, depending on the DocuSign environment you are using, select either
“Demo” or “Prod”. If you manually log in to DocuSign using a URL starting with www.docusign.com or
www.docusign.net, then you would select “Prod”. If you manually log in to DocuSign using a URL starting
with demo.docusign.net, then you would select “Demo”.
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DocuSign Setup

[ s

MANAGE TEMPLATES

Sign or Get Signatures  [[IEEI

My Preferences

Feedback
i Log Out
OVERVIEW Last 6 Months WHAT'S NEW MY DOCUSIGN ID
Comments .
© Action Required . Ask and answer quastions about documeants and
receive real-time comment notifications. More Info -
@ Member since 2013

Bulk Send for Multiple Recipients
Include multiple recipients in each enveloj

() Waiting for Others N
. DocuSigned by:
pient types and specify envelope
values. More Info - e

to more reci

custom field
A Expiring Soon

Template Sorting

Sort your templates by name.

~/ Completed 5
TIPS AND TRICKS WE WANT YOUR FEEDBACK HELP AND SUPPORT
Download Our Mobile App We appreciate your ideas, suggestions, bugs, and (® Support Home
Need to use DocuSign on the go? Sign even your compliments.

anything, anywhere, anytime with the
DacusSign mobile app.

Give Feedback <)) Ty

iter
Download Want to be the first to try out new features and give L)) wsiEE e

Log in to DocuSign and click on your User Profile in the upper right-hand corner of the screen. In the drop-
down menu, select “Go to Admin” to open the Account Administration screen.

Docu,i{gn_ Admin CMiC ¢ Go to DocuSign  (® .

ACCOUNT ===k Connect Configurations

Billing and Usage

Account Profile
DISABLE CONNECT PUBLISH LoGs FAILURES ADD CONFIGURATION ¥
1

1
.

Security Settings

Regional Settings Name ~ statue Faiures
e =] Active 79 box Box
System Updates

Salesforce
USERS AND GROUPS & petie “ -

OneDrive
Users ) Active o7 -
Permission Sets 20 eoriginal
Groups =] © Inactive ACTIONS ™
SIGNING AND SENDING = Active 27 ACTIONS ¥
SOOI =] Active 25 ACTIONS +
Sending Settings
Email Preferences =] Active 28 ACTIONS +
Gustody Transfer & Active 72 ACTIONS ¥
Envelope Purge
Legal Disclosure [~} Active 73 ACTIONS v
Reminders and Expiration -

& Inactive ACTIONS ¥

Document Custom Fields

Envelope Gustom Fields

INTEGRATIONS

Connected Apps

AP1 and Keys

On the Account Administration screen, in the left-hand toolbar under Integrations, click on “Connect” to open
the Connect Configurations screen. On the Connect Configurations screen, click on the Add Configuration
drop-down menu and select “Custom” to open the Custom Configurations Settings screen.
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Go to DocuSign (3 .

Custom Configuration Settings

System Settings Trigger Events

ACTIVE CONMNECTION v Envelope Events:

MName

URL to Publish (HTTPS required)

Include:

+ Document PDFe

Cartifl

ompiation
Time Zone Information

Integration and Security Settings

Use SOAP Interface [SOAP Metnod: DocuSignGonnectiUpdate)
Document Fields
Enable Mutual TLS
Associated Users
v Require Mutual TLS

® Al users (i

In the Custom Configuration Settings screen, you're setting up the path to CMiC RTI and specifying what
information is being sent to CMiC.

Important Configuration Values
URL to Publish to - This is the URL to CMiC RTI. An example of this would be:

https://dev4v10ssl.cmic.ca/cmicdevv10x/WsRti/receive/v1l/docusignstatus_list?_cmicLinkldentityCode=DOCU
SIGN&_cmicReceiveAdapterldentityCode=DOCUSIGNIRA&_cmicTransmitAdapterldentityCode=DOCUSIG
NETA

NOTE: DocuSign will only send status updates to an SSL server (where the URL starts with “https” as
opposed to http).

You can figure out the URL to use by logging in to CMiC Field. If the CMiC Field URL is:
https://dev4v10.cmic.ca:7785/cmicdevv10x/SdMenu/
remove "SdMenu/" and replace it with the text below:

WsRti/receive/vl/docusignstatus_list?_cmicLinkldentityCode=DOCUSIGN&_cmicRecei
veAdapteridentityCode=DOCUSIGNIRA&_cmicTransmitAdapterldentityCode=DOCUSI
GNETA

which would give you:

https://dev4v10.cmic.ca:7785/cmicdevv10x/WsRti/receive/vl/docusignstatus_list?_cmi
cLinkldentityCode=DOCUSIGN&_cmicReceiveAdapterldentityCode=DOCUSIGNIRA&_c
micTransmitAdapteridentityCode=DOCUSIGNETA

User Reference DocuSign Integration v10x Setup - 7



If you set up RTI Maintenance in the previous steps exactly as shown, then the text above is correct. Otherwise,
if any of the link or adapter codes are different, that will have to be reflected in parameters passed in the URL.

Name - The name should reflect the environment being configured (DEV, TEST, PROD, etc.).
Allow Envelope Publish - Must be checked in order to send the status updates to CMiC RTI.
Include Documents - Must be checked in order for CMiC RTI to receive the signed document.

Send information on these envelope events - Select all to retrieve all events related to the
envelope.

Select users to integrate - Select All users integrated, otherwise select each specific user.

Accept all other default settings or speak to your CMiC or DocuSign representative.

DocuSign Custom Anchor Tags

DocuSign provides the ability to create custom anchor tags that you can then put into your documents. These
anchor tags are used to indicate where signatures or initials are required, to enter dates and names automatically,
and more. Below is a brief description of how you can set up your own custom anchor tags. For full details,
please refer to DocuSign documentation.

Sign in to DocuSign and go to Preferences.

Manage Dashboards

Start a New Envelope Sign a Document Now

Preferences

Help

Envelope Status Getting Started Logout

Bwsitine mu Sinnsthirs n

Under Member Options, select Custom Tags.

v Member Profile

Personal Info

My Account Address
Sharing

Connected Apps

Names Available

Manage Identity

Electronic Notary Public
Manage Email Notifications
Time Zone

Change Password

Change Email

v Member Options

Permissions
Address Book

Custom Tags ®
Template Matching

v Account Administration

AAAAAAA

When adding a new tag, set the Label and Tool Tip values as desired. In Type, select the appropriate value for
this tag. In the example below, the tag will be used to indicate where a signature is required, therefore type Sign
Here is selected. In the Anchor field, type the value that will appear in your documents to indicate where this
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tag should be placed when viewed in DocuSign. You can enter any text you wish, but it should be unique
enough that it will not be duplicated elsewhere in your document. In this example, the value entered is \s{r}\.
The {r} is used to indicate the signature number. Therefore, wherever values such as \s1\ or \s2\ appear in your
document, DocuSign will indicate that a signature is required at that location.

Custom Tags

Salesforce Field: 7] pe|ate to Salesforce

Label: | Signature Type: | Sign Here v]

Approve
Tool Tip: | Please Sign Here Check Box
Company
Initial Value Date
Date Signed
Decline
Font Drop Down List
Email E
Font Size: Envelope ID
Full Name
5 First Name
Font Style:
"' Last Name
Email Address
Font Color: Formula
Initial Here
Conceal entered value as *** characters |nitial Here Optional
: Note
Characters per line Lines: Number
Radio Button
Max Characters:
Regex Pattern:
Validation Error:
Anchor: | \s{rj\
The Form Field is: Required Locked || Fixed Size [¥]Shared
Recipient Note Include Note in Email
Save Cancel

Once the custom tags have been created in DocuSign, they can be added to your documents. In the example
below, the values enclosed in backward slashes (\s1\, \fn1\, etc.) were added to the document (in a font color of
white so as not to be seen) in the various locations where signatures or other values are required. The \s1\
anchor will indicate where the 1st recipient, as sent from the CMIC dialogue, will be required to sign. The \s2\
anchor will indicate where the 2nd recipient, as sent from the CMIiC dialogue, will be required to sign. Custom
tags were also created for Full Name (\fn{r}\) and Date Signed (\ds{r}\), these values are populated
automatically by DocuSign.

By: By:

e oo 52} | ‘[ Formatted: Font color: White ]
(Signature) (Signature) -‘“'{Fnrmatted: Fontcolor: White ]
Name: \fp2y Name:Pa;F'reia—E.—}aersy\"nZ\ Lo { Formatted: Font color: White ]
(Type or Print) *~ { Formatted: Font color: White ]
Title: Title: Subcontracts Manager
Date:\ds?y Date: \ds2} .-~ Formatted: Font color: White ]

- { Formatted: Font color: White ]

Below is a screenshot of the section of the CMiC dialogue in which you select the contacts to whom the
document will be sent for signature. Using this example and the sample document above, Jeannette Warren
would be required to sign at \s1\ because Signing Order 1 is selected for her in the CMIiC dialogue.
Subsequently, Steve Tolleson would be required to sign at \s2\.
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Contact Signer or CC Signing Order
Jeannetts Warren A | Signer ¥ 1 v $X

Steve Tolleson A | Signer ¥ + X
+

CMIC Field Setup

ESign Program Access

DocusSign users require that the ESign program is assigned to them in CMiC Field in one of two ways:

User Access: Access is assigned to the user in the User Access screen (standard Treeview path:
CMIC Field > Security > User Access)

Security Role Access: Access is assigned to user’s security role in the Role Maintenance screen
(standard Treeview path: CMiC Field > Security > Role Maintenance)

Each of these methods is described below.

User Access

CMIC FIELD ma

kg CMIC Field Menu Users
- [ 201 - 250 o 58] | ®
{3 Project: MDR DSIGN Project (MDR-DSIGN, M! User Code Assign ~
@2 Communication Mansgement MCANI — Choose your action --[_
13 Document Management MCHENG — Choose your action —
{_) Subcontractor Prequalification -
Bid Management MCHENGCOL — Choose your action -
Budget & Cost Management MCHENGCOLLAS - Choose your action -
Site Management MCLEAN — Choose your action |
Reports MDRSUB1 — Chogse your action -
User-Defined Logs -
File Maintenance MELISSA — Choose your action [
B £ Security MELTEST — Choose your action —|_
{2 Partners MELTEST1 — Choose your action -
{] Contacts MELVIN — Chogse your action --|
[ ] Convert Partners and Contacts =
[ User Maintenance MENYALKINAN  — Choose your action --|_
[ Change User LDAP Server METAL — Choose your action —|_
Role Maintenance MIKE — Choose your action --| |
[' 1 - MIKEFER1 — Choosa your action —|_|
- ] License Pools MIKEMAX — Choose your action --|_
MIKEN — Choose your action |
MISTY — Choose yo
Assign Roles
MJTESTING e =
MOMA Jsson %u Teems
MY f\ssi 0 —
e
< >

Example of assigning E-sign program to user (standard Treeview path: CMiC Field > Security > User Access)

On the User Access screen in CMIiC Field, find the user and select “Assign Programs” in the drop-down menu.
Next, ensure that the ‘Esign’ checkbox is checked for the user and then click on the [Update] button (as shown
in the screenshot below).
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+ CMiC Field Menu

Grant or Revoke program access to/from user MISTY

Search | Gol

(=1 Project: MDR DSIGN Project (MDR-DSIGN
() Communication Management
() Document Management

{0 Subtontractor Prequalification

{_) Bid Management

{_]) Budget & Cost Management

{_) Site Management

) Reports

() User-Defined Logs

() File Msintenance

EHED Security

{_) Partners

[ Contacts

[ ] Convert Pariners and Contacts
[ User Maintenance

[ Ghange User LDAP Server

1 Role Maintenance
Project Roles

[ License Poals

oo Lo o o

Activities COLLME [
Addendum COLLAB W
Aftemate Type Maintenance COLLAB ¥
Analyze Bids (Buyouts) COLLAB [
Assign Phass/Cat On The Fly COLLAB ¥
Bid Items. COLLAB [
Bid Package COLLKE [
Bid Package Status Maintenance  COLLAE /]
Bid Package Type Maintenance  COLLAB (]
Bid Packages ITB Broadcast couss [
Bidders COLLAB ¥
Bim Integration COLLAB [
Bim Maintenance: COLLKE [
Buyout lems COLLAB W
CSl Code Maintenance COLLAB ¥
Communications COLLAB  |v]
Compliance Fopup COLLAB ¥
Contact Maintenance COLLAB [
Contract Forecast 1 COLLAE (W
Daily Joumsl COLLAB W
Detail Markup Default couss ]
Distribution Lists COLLAB ¥
Esign COLLAB (W] |
Enter Bid colukE W
Expense Authorization COLLAE (W
Expense Autherization Phase COLLAB W

Security Role Access

CMIC FIELD

kg CMiC Field Menu
Search | Go]

/{5 Project: MDR DSIGN Project (MDR-DSIGN
{23 Communication Management

{2 Document Management

(] Subcontractor Prequalification

[#{_) Bid Management

{) Budgst & Cost Management

{) Site Management

{) Reports

#{) User-Defined Logs

: [ ] License Pools

< >

AHOME-JSP
ALMASTER
AMICHAEL
BALRAJS
CCCMASTER
CHECKPRIV
COL-SUBCON
COLLAB
CXCSUBS
CHROLE
DKEXTROLE
DKINTROLE
DM_MASTER
E-MASTER
EARLISP
ESS-ADMIN
ESSBASIC
ETIME-ENTR
EVERYTHING
EXTUSER1
FAR_MASTER

Andrew's JSP Role:

Andy Role

AMICHAEL

Balrsj S Role

CCC Master Role

fest

Collaberation - Subcontractor
JDCollsb

CXC's Subcontractar

GCindy's Role

dkextemalrale

intemnal user

DM Master

E-fime Role Master

Earls JSP Role

ESE Adminisirator - Full Acces
ESS Basic

ETime Entry(Employee)
Everything Admin

Extemnal User Only - Do NOT Mo
HR Master (J5P)

< Z € Z Z < Z ALK ZTZKLZZZZ K< Z <<

Assign Privileges
Assign Field Securi

Add A New Role

Example of assigning E-sign program to a security role (standard Treeview path: CMiC Field > Security > Role

Maintenance)

On the Role Maintenance screen in CMIC Field, find the security role and select “Assign Programs” in the
drop-down menu. Next, ensure that the ‘Esign’ checkbox is checked for the security role and then click on the
[Update] button (as shown in the screenshot below).
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* CMiC Field Menu Add/Remove programs from the CCC Master Role Role
- “
[=C Project: MDR DSIGN Project (MOR-DSIGN Activities coss  []
{_) Communication Management
{_) Document Management HEEZTIL Frld
{2 Subcontractor Prequalification Alternate Type Maintenance COLLAB
8 gfdz';n;%:te;tanagemm Analyze Bids (Buyouts) coLLss
{) Site Management Assign PhasefCat On The Fly COLLAB
{2 Reports Bid ltems coLLAB
{2 UserDefined Logs Bid Package COLLAB
Bid Package Status Maintenance COLLAB
Bid Package Type Maintsnance COLLAB
Bid Packages ITE Broadcast COLLAB O
Bidders GOLLAB
Bim Integration COLLAB [l
T User Access Bim Maintenance cowss [
{1 Projest Roles Buyout ltems COLLAB
~{dl License Pooks G5l Gode Maintenance COLLAB
Checkiist Maintenance COLLAB
Checkiist for MF cowss [
Communications COLLAB
Compliance Popup COLLAB
Contact Maintenance COLLAB
Contract Forecast 1 COLLAB
Contract Type Msintenance couss [
Deily Journal COLLAB
Detail Markup Default COLLAB [l
Distribution Lists COLLAB
ESign colaB M |
Enter Sid colss o
< > Enviromental Health and Safety COLLAB [l 4

To verify that the user is assigned to that security role, return to the first screen, find the security role, and select
“Assign Users” from the drop-down menu.

CMIC FIELD

& CMiC Field Menu Security Roles A
earch [co) [ Add A New Role
oo i
[=C3 Project: MDR DSIGN Project (MDR-DSIGN saLL* sALL*
#{] Cor tion N nt
8 Don?ﬂi::;::m:ﬂfme AHOME-JSP  Andrew’s JSP Role %
D Subcontractor Prequalification ALMASTER Andy Role Y
{2 Bid Management AMICHAEL ~ AMICHAEL N
{2 Budgst & Cost Management BALRAJS Balraj S Role v
) Site M; t
] 8 R;:Q r;"ageme" CCCMASTER _ CCC Master Role %
{3 User-Defined Logs GHECKPRIV  fest N
{_] File Maintenance COL-SUBCON  Collaboration - Subcontractor N Assign Menu Items
: » Assign Privileges
= Secur o iy
E'J'C) P::Vmers COLLAB IDCollab N hesion Fisld Sori
3 contacts CXCSUBS CXC's Subcontractor N -
--{_] Convert Partners and Contacts CHROLE Gindy's Role ¥ 1M - Choose your action -
-] User Maintenance DKEXTROLE  dkextemalrole N “§1X — Chooss your action -
Change User LDAF Server DKINTROLE  internal user N  SIX - choose your action -
Role Maintenan|
T User Access = DM_MASTER DM Master ¥ EX - Chooss your action -
- Project Roles E-MASTER  E-ime Role Master ¥ 1% Chooss your action -
-] License Pools EARLISP Earls JSP Role N “§1X — Chooss your action -

Next, ensure that the checkbox beside the user’s name is checked and then click on the [Update] button (as
shown in the screenshot below).
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b CMiC Field Menu Grant access to the CCC Master Role Role ~
e [Go) [ Select Al | unselect All [ update | Badk
[ Project: MOR DSIGN Project (MOR-DSIGN 1020 0
{23 Communication Management
{3 Document Management B O
{2 Subcontractor Prequslification METAL O
{2 Bid Management
{7 Budgst & Cost Management [LIE O
{3 Site Management MIKEFER1 |
{2 Reports (EMAX
D User-Defined Logs i o
[#{_] File Maintenance MIKEN 1
= E} Security MISTY || |
S’ E::l";z MITESTING O
.1 Convert Partners and Contacts MONA O
| ] User Maintenance MY 0
‘Change User LDAP Server
MYNE O
NATALIA O
+.[ License Pools NATALEE O
NAY O
< > NAVJOT O v
The E-Sign program has now been assigned to a security role to which the user has been granted access.
CMIC FIELD et
+ ancredmeny | el .
Search | Go] g
=123 Project: MDR DSIGN Project (MDR-DSIGN - — 1
E1(] Communication Management @ User Profile - Intemet Explorer ‘—”— (= | O o

1) Document Management

Subcontractor Prequalification @ http://testdv10.cmic.ca:7785/cmictestvl0x/SysUserContact/showExternalSoftwareL ogins.do
[#{_]) Bid Management ‘

{2 Budget & Cost Management
Site Management

System Contact Info E-mail Notifications User Defaults I External Software Logins. I

SoftwareY UsernameY Password Confirm Password
e e T ——

DocuSign Misty Retehiord@emic.ca k] x

Reporls
[#{_]) User-Defined Logs.
{] File Maintenance
{2 security

< >

Pop-up window launched from user profile icon in CMiC Field

DocuSign usernames and passwords are maintained for each user in the External Software Logins tab of the
user profile pop-up. DocusSign logins are maintained in the DocuSign system, and any changes to DocuSign
usernames and passwords must subsequently be made in CMiC.

DocuSign Security Certificates

DocuSign security certificates can be accessed from the following link:

https://www.docusign.com/trust/compliance/public-certificates
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Default Signers

Default signers and CCs are set up on two tabs of the Project Maintenance screen:
Esign Maintenance tab

Key Players tab

The system will retrieve default signers and CCs from the Esign Maintenance tab first, then from the Key
Players tab.

If there is no record defined for a specific PM object using the Esign Maintenance tab, any documents sent from
that PM object will use the default set up on the Key Players tab (Esign Order Column).

The system also supports system-level default value settings for each PM object type. If in the specified project,
there are no Default Message/Advance Options set up for a specific PM object type, the system will load the
system-level default value settings and show them in the Project Maintenance screen for the project. The values
can be changed to be specific for a project per PM object.

Subcontract Contact Default Functionality

A special contact default functionality exists for both subcontracts and subcontract change orders in which
the system takes the Subcontract Contact and inserts them as a first signer in the Esign pop-up window,
regardless of the defaults that are set up on the Esign Maintenance tab or the Key Players tab. First signer
is defined as the first available signer, meaning the Subcontract Contact will be inserted in the first
available slot in the current signing order. For example, if the key player Esigners are listed as 1 and 3, the
Subcontract Contact will be slotted in as number 2.

E-Sign Maintenance — Tab

Project Maintenance Copy Project Default Value UserExtensions Add Edit Delete Print BackToleg [¥ (D) £

T CMiC Field Menu Project
Search [Go] Company CMiC Construction Inc. Project Code MDR-DSIGN
Project Name MDR DSIGN Project Project Control Code ALL

[=1{) Project: MDR DSIGN Project (MDR-DSIGN. MDR-DSIGH)

(2 Gommunication Management

(1) Document Management —_—
() Subcontractor Prequaiification General | KeyPlayers | JobInfo | Defaults | Security = Notes | Attachments | Review/Approval | Gateway | DataExchange | PayRequest
(2 Bid Management Mike Fem MG Test Construction Company 3 o
() Budget & Gost Management _ _ _ .
i 5 Moot Misty Retchiord CMIC Test Construction Company 1 Signer
) Reports Terry Salandanan MG Test Gonstruction Company 2 oo
() User.Defined Logs
(3 File Maintenance
~() Log Builder

() Detaut Fiters

~

User-Defined Fields
[ Profect Waintenance
“Gompany Control
-] Enterprise PM
L] Activities
-] Menu Maintenance
|1 Report Assignment
-] Prompt Maintenance
__] User-Defined Log Types
[] UserDefined Lags.
| User Defaults Maintenance
() Document Merge
() Local Tables
{2 Real-Time Infegration Please sign the following attachment!
-7 Project System Options
|1 User-Defined Classifiers Default Message
-] BIM 360 Maintenance
() SaMenu_ACS_lags1
(1) Auto Cold Storage
| Job Scheduler
() Security Document Type for New Documents [v]
(1) Subcontractor Reviews

Advanced Options

Recipient Privileges
Allow recipients to change signing responsibility v

Allow recipients to edit the document v
Use Account Defaults ol

Reminders
Send automatic reminders o
Number of days before sending first reminder: 2
Number of days between reminders: 1

Expiration
Number of days before request expires: 10

< > Number of days to wam singers before expiration: 2 v

Example of DocuSign Esign Maintenance tab on the Project Maintenance screen (standard Treeview path: CMiC Field >
File Maintenance > Project Maintenance - Esign Maintenance tab)
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The E-Sign Maintenance screen allows users to set default signers and CCs for DocuSign by project and PM
object type, eliminating the need to select the same person(s) each time a specific document type is being sent
out. This screen is available from the Esign Maintenance tab on the Project Maintenance screen.

Field security can be applied to the Esign Maintenance tab if necessary. The options are “Unrestricted” or
“Hidden”.

Project Management PRl ]
kg CMIC Field Menu FALL*
earch o] RS
“Note: Not all programs have fields gvaiiable with fiel privieges
EMC3 Proiect: MDR DSIGN Project (MDR DSIGN, MDR-DSIGH) Programs | Project Maintenance [+]
{2 Communication Management T—
{2 Document Management
) Bid Management Job Info Tab Unrestricted [=]
+_) Budget & Cost Management
103 Ste Management Security Tab Unrestricted [=]
+_) Reports Include Partner Abbreviation in External RFIID Unrestricted [=]
{1 User-Defined Logs Include Partner Abbreviation in External Transmital D Unrestricted [=]
H_) File Maintenance
S Securiy Key Words Unrestricted [=]
() Partners. Calculate OCO Date On Working Days Unrestricted [=]
(] contacts
IF e e Calculate RFI reqd. Date On Working Days Unrestricted [=]
i User Waintenance Calculate Submittal Sched. Dates On Working Days. Unrestricted [=]
i+ ] Change User LDAP Server Calculate lssue Due Date On Working Days. Unrestricted [=]
:
b Calculate Notice Due Date On Working Days Unrestricted =]
i1 Project Roles Calculte Punchist Sched. Compl Date On Working Days Unrestricted
L] License Pools. Hard Bid Project Flag Unrestricted [=]
{_J Subcontractor Reviews
Use Original Contract Amount Override On OCO Flag Unrestricted [=]
Broadcast Sender Emai Unrestricted [=]
Project End Date Updateable Flag Unrestricted [=]
Copy Project Button Unrestricted [=]
AdRemove Roles Unrestricted [=]
Days To Final Completion Date Fidden [=]
Project Conirol Code: Unrestricted [=]
Mask Button Unrestricted [=]
PCIRevenue Category Unrestricted =]
OM User Defined Fisids Tab Unrestricted =]
Esign Maintenance Tab Unrestricted z|
Default Value Bution Unrestricted =]
Use Account Defauts Flag Unrestricted [=]

System-Level Defaults

Copy Project Default Value User Extensions Add Edit Delete Print Workflow BackTolog [2 [0 £t

Project Maintenance

id CMIC Field Menu Project

- 2 Company CMIC Corstruction Inc. Project Code ZZWMTI00
Project Name ZZ-WMT OFFICE Project Control Code ALL
(= 1) Project: ZZ-WMT OFFICE (ZZ-WMT100,
{2 Communication Management General Key Players Job Info Defaults Security Notes | Attachments Review/Approval Gateway Data Exchiange OM User-Defined Fields
20
2 Subsontractor Prequaificstion [bictType  acdencum |
() Bid Management [Esign Rules for Selecting Object Type

8 Site Management No Records Found
Reports

{2 User-Defined Logs.

{3 File Maintenance

) Locsi Tables

[ BIM360 Maintenance
] Menu Meintenance

() Enterprise PM

[ Project System Options
{] Company Gontrol

I Cum::iﬁ e Message from webpage =)
jser-Defin Vpes
-] User.Defined Logs

{3 Log Builder @) Defautt value is not found for this object type, Would you like to make
() Soleny_ACS _lags1 & itnow
{_) Default Filters -

] User-Defined Fields
L] UserDefined Classifiers
| rs
{] Prompt Maintenance
] User Defaults Maintenance
{33 Document Merge
{3 Real-Time Integration

(3 Auto Coid Storage
[ Job Scheduler

) security

23 Subcontractor Reviews Defoult Messoge:

) Review Moderation

{3 Subcontractors

Advanced Options

Recipient. Privileges

When the user enters the Esign Maintenance tab for the first time, a pop-up window will appear asking the user
if they would like to set up system-level defaults for the selected Object Type.

If the user clicks on [Cancel] in the pop-up window, the system-level defaults for Message and Advanced
Options can be set up at a later time. In edit mode of the current project, project-level Esign settings can be
made for each PM Object Type that is selected.
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If the user clicks on [OK], the Default Esign Value for Object Type pop-up window will be launched. This pop-
up window can also be launched using the [Default VValue] button on the main console.

Project Maintenance Copy Project | Defoult Value | User Extensions Add Edit Delete Print BackTolog |[¥ [E) £
I

Project

& CHMIC Field Menu
SearcH 2 Company CMIC Construction Inc. ',' Project Code MDR-DSIGN
Project Name MDR DSIGH Project f Project Control Code ALL

=12 Proect: MDR DSIGN Project (MDR-DSIGN. MDR-DSIGN) i

{2 Communication Management ;"

{2 Document Management i

{7 Subcontractor Prequalfication General | KeyPlayers | Joblnfo | Defoults | Security | Notes | Attachments | Review/ApproYal | Gateway | Data Exchange PayRequest

]

{0 Bid Management = .
Object T

{20 Budget & Cost Management | ject Type | Addendum v | ] f N

{_) Site Management Esign Rules for Selecting Object Type |

Ep L o, e e s,

'—% :TELDE':M Logs Mike Fem a Fi o % cc

{2 Fie Maintenance 2 Default Esign Value for Object Type - Internet Explorer - -

() Log Builder LEh G Signer
) Detau Fiters Tery Salandanan @ http://testi10.cmic.caiT785/ cmictesty] Ox/PmProjMain/ShowDefaultValue. do?objType=PMADDEND cc
-3 UserDefined Fiekds [oeve | cio: |

{1 Project Maintenance
L] Company Cenirol ——1
) Enterprise PM Object Type: m
L] Activities Please sign the following attachment!
] Menu Maintenance

L Report Assignment Default Message
-] Prompt Maintenance

| User-Defined Log Types
-] User.Defined Logs

{1 User Defautts Maintenance Advanced Options.

{3 Document Merge Document Type for New ~
3 Local Tables Documents
(3 ReakTime Integration Recipient Privileges
L] Project System Options Allow recipients to change signing responsibility Jzi}
__] User-Defined Classifiers
[} BIM 360 Maintenance Allow recipients to edit the document M
) Sdenu_ACS_logs1 B Use Account Defaults =] .
-] Auto Cold Storag
@ o Reminders
[ Job Scheduler Defa|
{2 Security Send automatic reminders ¥
il SsbeoiiachogRoacs Number of days before sending first reminder: 2
Number of days between reminders: 1
Document Type for New i
Expiration
Recpiel
Number of days before request expires: 10
Wumber of days to warn singers before expiration: 2
< >

0% -

Example of pop-up window used to define system-level defaults for the PM Object Type selected

Complete the Default Message and Advanced Options in the pop-up window, as required, for the Object Type
that is selected in the header. Refer to ESign Documents Process section for more information on setting the

document type for new documents.

When the user clicks on [Save] and [Close], the default values defined in the pop-up window will be displayed
at the bottom of the screen, as shown in the screenshot below.

NOTE: System-level defaults will default to each project, but can be overwritten by editing the project and
changing the values.
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Project-Level Defaults

Project Maintenance Copy Project Check Spelling Save Cancel [ [D) £

L CMiC Field Menu Project
cearch 2 Company CMIC Construction Inc. Project Code MDR-DSIGN
Project Name MDR DSIGN Project Project Control Code: ALL

[=1{=) Project: MOR DSIGN Project (MDR-DSIGN, MDR-DSIGN)

{_) Communication Management

1) Document Management

{33 Subcontractor Prequafcation General | KeyPlayers | JobInfo | Defaults | Seawity | MNotes | Attachments | Review/Approval | Gateway | DataExchange | PayRequest

1) Bid Management

1) Budget & Cost Management CRISIYER] | Addendum

() site Management Esign Rules for Selecting Object Type

1) Reports Contact ™ Company ESign Order ¥ Esign or CC ™ Action

{2 user-Defined Logs vike Fem occ 3 o [v] +x
File Maint

B T ity Reteford cc 1 sgrer +x

{_) Default Filters Terry Salandanan ccc 2 o +x

-] UserDefined Fiids +

{_) Project Maintenance

-1 Gompany Control

{_) Enterprise PM

L] Activities

[==>
Kl

Please sign the following attachment!

Default Message:

] Menu Maintenance
|_] Report Assignment
+1 Prompt Maintenance ‘Advanced Options
L] User-Defined Log Types Document Type for New Documents

{1 UserDefined Logs

] User Defaults Maintenance
{2 Document Merge Allow recipients to change signing respansibility
(] Local Tables

g’ :‘Egﬁ :;1,::,“ Use Account Defaults
L] User-Defined Classifiers Reminders

|_] BIM 360 Maintenance
-] SdMenu_ACS _logs1
{_) Auto Gokl Storage Number of days before sending first reminder:

Recipient Privileges

Allows recipients to edit the document

Send automatic reminders

MR RRIR

<[ Job Scheduler
{2 Security
{_) Subcontractor Reviews Expiration

Number of days between reminders:

Number of days before request expires: 10

Number of days to warn singers before expiration: 2

Click on the [Edit] button (available in View mode) to edit the screen at the project-level and use the add [+]
button to add the Esign Rules for the Object Type. This is where default signers and CCs for DocuSign by
project and PM Object Type are set.

Project Maintenance Copy Project Check Sp: Save Cancel [¥ [D £
T ‘CMiC Field Menu Project
Search @ Company CMIC Construction Inc. Project Code MDR-DSIGN
Project Name MDR DSIGN Project Project Control Code ALL
(=1 Project: MOR DSIGN Project (MDR-DSIGN, MDR-DSIGN)

#1{_) Communication Management
1) Document Management
+1{2) Subcontractor Prequalifcation General | KeyPlayers  JobInfo | Defaults | Security | MNotes  AMachments  Review/Approval | Gateway | DataExchange | Pay Request

#{_) Bid Management

1) Budget & Cost Management EyeciIpol) Addendum

71) Site Management Esign Rules for Selecting Object Type

#1{_) Reports Contact ¥ ‘Company ESign Order ¥ Esign or cC Y Action

71 User-Defined Logs Mike Fern acc 3 c [v] +x
File Maint =

763 Fle Mairionance e 1 signer_ ] +x

v

{2 Log Builder Misty Retchford
) Default Filters Terry Salandanan ccc 2 o« X
|_] User-Defined Fields +
(] Project Maintenance
{1 Gompany Control

() Enterprise PM
] Activities
{1 Menu Maintenance
__] Report Assignment
[ Prompt Maintenance ‘Advanced Options.
ﬂ User-Defined Log Types Document Type for New Documents
UserDafined Logs
(] User Defaulis Maintenance
{2 Document Merge Allow redipients to change signing responsibility
() Local Tables
{_) Reak-Time Integration

oD

Please sign the follovwing atachment!

Default Message

Redipient Privileges

Allow redpients to edit the document

] Project System Options Use Account Defauits
|_] User-Defined Classifiers Reminders

|_] BIM 360 Maintenance
(] SdMenu_ACS _logs1
{_) Aute Gold Storage Number of days before sending first reminder:
+[1 Job Scheduler
#1{_) Security )
7{_) Subcontractor Reviews Expiration

Send automatic reminders

VR ORRE

Number of days between reminders:

Number of days before request expires: 10

Number of days to warn singers before expiration: 2

Example of setting up Default Signers and CCs for DocuSign by Project and PM Object Type

The values defined on this screen will default to the Attachments tab of the PM object that has been set up for
Esign. Clicking on the [Esign Documents] button in the Attachments tab will launch the Esign pop-up window
displaying the default values. Any defaults displayed in the Esign pop-up window can be overwritten by the
user, as required.
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i CMiC Field Menu

ch
@ Do | o | oo [ ot | oo ]
= Project: MDR DSIGN Project (MDR-DSIGN, MD | Attachment 000000049  Attachment 1_MDR_DSIGN_00001 0 History 09202018 Original Version Misty Retchford SUBMI
{2 Communication Management pr
{2 Document Management -
{2 Subcontractor Prequaification Z

Bid Management 2 =] E [
= B, @ Moxilla Firefox A

() Bidder Response Log

[ Bid kems.

Bid Packe -
e Docusign Acount 1D ity Retchordgemic ca Send for ESigning —Cancel JI
[ Buyout tems. Contact Signer or CC Signing Order

- éi::; Misty Retehford 4 signer v 1 v #X
[ ADDENDUM-001 Terry Salandanan Alcc v 2 v EX
S

Addendum History ‘

Attachment
Attachment_1_WMDR_DSIGN_00001.docx

@ testdv10.cmicca7785/cmictestv10x/SysESign/showESignDetails.do?docObjectType=PMADDEND&docObjectOraseq=291626976: ==+ @ ¢ =

() Enter Big - -
03 analyze Bids e 3 *x

] Analyze Bids (Buyouts) +
[ Anslyze Bids (Buyouts Form) P e
-] Bid tem Group Wsintenance
(jj Bid em Markup Rules. M |Order| Type Number Name Rev. Number [ Rev. Date | Description User Status. Attachment
() Budget & Cost Management
() ste Mansgement
) reports
{3 User.Defned Logs
() Fie Maintenance
0 Securty
{0 Subcontractor Reviews

Mike Fern

I

& 0 Aftachment 000000049  Aftachment_1_MDR_DSIGK_00001 0 0872012018 Origina Version Misty Retefiford SUBMITTED Atiachment_1_WDR_DSIGN_00001.docx

Subject
<Enter a subject o leave blark to use selected document names>
Default Message

Please sign the folloning attachment!

Example of ESign pop-up window displaying defaults set on the ESign Maintenance tab of the Project Maintenance screen

Key Players — Tab

The system will retrieve default signers and CCs from the Esign Maintenance tab first, then from the Key
Players tab.

NOTE: If there is no record defined for a specific PM object using the Esign Maintenance tab, any documents
sent from that PM object will use the default set up on the Key Players tab (Esign Order Column).

Default signers are set up in the ESign Order column of the Key Players tab in Project Maintenance.

Project Maintenance

@ CMiC Field Menu Project
EearcH o] Company CMIC Construction Inc. Project Code MDR-DSIGN
Project Name MDR DSIGN Project Project Control Code ALL
7 Praject: MDR DSIGN Project (MDR-DSIGH,
E2{_) Communication Wanagement General Key Players Job Info Defaults Security Notes Attachments Review/Approval Gateway Data Exchange Esign Maintenance
£-{) Document lanagement Role Company Contact Print Order cc ESign Order Action
o S
() Bid Management Prime Contact = = ]
£ Budget & Cost Management Resource Planning Scheduler 0 0 =]
) Ste Wanagement
E{) Reports Architect (ARCH - FL) 1A 1A =
[#+{_) UserDefined Logs Assistant M x x [&]
B Fie Maintenance = =
r1{_) Local Tables Estimator 0 4] B
~{_] BIM 360 Maintenance - 5
Level 14y M) CMIC Test Construction Con| 4 Andrew Home 4
[ Menu Maintenance evel LApprover (P} = — 0
~{_]) Enterprise PM Level 1 Approver (PM) CMIC Test Construction Con| 4 | Mike Fern A = 1 x
[ Project System Options
. .
| Company Control Level 2 Approver (PM) 1A 1A [}
[ ) Project Maintenance Level 3 Approver (FM) CMIC Test Construction Con| 4 Terry Salandanan L4 B 3
11 Activilies
[ User-Defined Log Types Owner (OWNER -FL) 14 14 0
-L] User-Defined Logs. Project Manager (C) 4 4 ]
{2 Log Buider — —
() sdmenu_ACS_logs1 Project Manager (MNGR - FL) CMIC Test Construction Corf 4 | Misty Retchford [4] B 2
~{_) Defautt Fiters
Ravi PM Role 0y 0y
[ UserDefined Fiekis — — o
|_] User-Defined Classifiers Site Supervisor (SUPER - FL) 1A 1A [}
-] Report Assignment
a a
[ Prompt Maintenance Eermeten = = g
[_] User Defautts Maintenance naveoliab 0 0 B
+1{_) Document Merge
7{) Real-Time Integration
{2 Auto Cold Storage
~{_] Job Scheduler
B Security
2] Subcontractor Reviews

Project Maintenance; standard Treeview path: CMiC Field > File Maintenance > Project Maintenance — Key Players tab
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ESign Documents Process

A user starts the process by accessing the Attachments tab of any PM object and pressing the [ESign
Documents] button.

Issues

b CMiC Field Menu
Search 6o

£ Project: Project for 3047015 (3047015)
By C

Related Objects

Issue Detail

Hot Submitted
Description

Attachment 12 ESign Status
SUBMITTED Attachment_1_WDR_DSIGN_00001.docx ES]

ESignings

Rev. Number Rev. Date

000000019 Attachment_1_MDR_DSIGN_00001 0 History  19-Sep-2018 Original Version Stephanie Bromfield

i Project Calendar
13 My Actions
i+{_) Outiook Import/Export
i Project Partner Directory
+-() Project Contact Directory
i ] Distribution Lists
i) Meeting Minutes
i) Transmitals
i ] Transmittals Queue
+-{]) Communications.
L JRAIs
[=HC) lssues.
{3 |on000053
¥} () Document Management
+{_) Subcontractor Prequalification
7{) Estimate Management
¥}{) Bid Management
+}{_) Budget & Cost Management
£} () Ste Management
+1{_) Reporis
7{) User-Defined Logs
1) File Maintenance
1) Security
7{) Subconiractor Reviews
[] Rasto
~[] SSRAD
[ JEDUNN PY Employee List

I

In the ESign pop-up window, the user can select contacts to be included in the envelope as signers or CCs (in
addition to or instead of any default signers) and assign a signing/viewing order. The user also selects one or
more documents to be signed.

Issues Submit Upload Multiple  Ade

b CMiC Field Menu
Issue Detail Attachments
Eearc e —_— e
ot Submitted

Attachment 12

Rev. Date
19-Sep-2018 Original Version Stephanie Bromfield SUBMITTED JAttachment_1_MDR_DSIGN_00001 docx
7

Rev. Number

(=553 Project: Project for 3047015 (3047015)
13 ¢

*-[] Project Calendar

13 My Actions

i+{_) Outiook Import/Export

:-[] Project Partner Directory L/
) Project Contact Directory (@ Moill Firefox > [ESEr==)

i ] Distribution Lists
1+ Meeting Minutes ® dev5Sv10.cmicea:7785/cmicdev4jv10x/SysESign/showESignDetails.do?decObject Type=DMISSUE&docObjectOraseq=60157271&proj0r- - === @ ¥ | =

(1) Transmittals
il ] Transmittals Queue ) . o
b DocuSign Account 1D Misty.Retchford @cric.ca Send for ESigning  Cancel Jisl

+-(2] Communications.
ER LGS Contact Signer or GG Signing Order
EHD Issues Jake Wallace A Signer ~ 1 - #X
{3 |on000053 —

+{) Document Management = 2 v X
7{_) Subcontractor Prequalification Raymond Murray L - 3 - #X
£} () Estimate Management =
+{_) Bid Management Paul Roberts & cC + 4 v +X
7{) Budget & Cost Management +
£ () Ste Management
() Reports Attachments Hide
;g Ei:;:;:‘r::"igs Number % ev. Desaription Attachment 12
1) Security
7{) Subconiractor Reviews
[] Rasto
~[] SSRAD

[ JEDUNN PY Employee List

000000019 Attachment_1_MDR_DSIGN_00001 0

Jackie Jones Signer ¥

m

I

19-Sep-2013 Original Version Stephanie Bromfield SUBMITTED Aftachment_1_WDR_DSIGN_00001.docx

& 1 Attachment 000000019 | Attachment_1_WDR_DSIGN_00001 0

Subject
<Enter a subject or leave blank to use selected document names>

Default Message o
m ] ¢

Pop-up window launched from [Esign Documents] button in CMiC Field
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Once documents have been sent for signing, attachments that have been included in an envelope will display a
‘View ESignings’ link. This link displays a pop-up to view the ESigning history.

Attachments Related Objects
Not Submitted
Mumber = Rev. Number Rev. Date Desaiption = Attachment 12 ESignings
1 ESigned Stephanie View
\Attachment 000000019 Attachment 1_MDR_DSIGN_00001 1 WSO & o018 Document Bromfield SUBMITTED Attachment 1_MOR_DSIGN_D0001pSt | po b | Completed 3
18- Stephanie View
000000019 t 1_MDR_DSIGN_00001 0 History g onqg  OriginalVersion e SUBMITTED Attachment 1_MOR_DSIGN_00001 docx| - oy - | Completed 3

If the attachment has been included in multiple submissions then multiple envelopes will be displayed, allowing
the user to select the submission they would like to view.

ESign Submissions

2018-09-19 04:13 PM STEPHANIE 1ed261a8-cc17-4eb2-a864-c1ebbfeadhbfl
2018-09-20 03:30 AM STEPHANIE d4447d1e-Be1d-4228-8409-76c911049211

The detail page shows the envelope details, signers/CCs, sent/signed documents and status history. It also
allows the user to void the envelope, providing the envelope is not in a completed state.

Void Envelope  Back  Close

Details
Sent|2018-05-19 User |STEPHANIE Envelope ID 1ed261a8-cc17-4eb2-a864-C lebsfeashfo
Signers/CC's
Contact Type Order
Jake Wallace Signer 1
Documents
Humber Rev. Number Rev. Date Description Status Attachment 12
Altachment 000000021 Attachment_3_NMDR_DSIGN_00003 1 2018-09-19  ESigned Document Stephanie Bromfield SUBMITTED Attachment_3_MDR_DSIGN_00003.pdf
Aftachment 000000021 Attachment_3_WMDR_DSIGN_00003 0 2018-08-19  Original Version Stephanie Bromfisld SUBMITTED Attachment_3_MDR_DSIGN_00003.docx
History
Date Type Status
2018-08-19 Envelope Completed
2018-09-19 Envelope Delivered
2018-09-19 Envelope Sent

Setting the Document Type for New Attachments

Project Maintenance Copy Project Default Value User Extensions Add Edit Delete Print BackTolog [ () Y
28 CMiC Field Menu A Project
Kearch E Company CMIiC Construction Inc. Project Code MDR-DSIGN
Project Name MOR DSIGN Project Project Control Code ALL
= & P DSIGN,
#{_) Communication Management
#{_) Document Management —_—
() Subcontractor Prequaiication General | KeyPlayers | Jobinfo | Defoults | security | motes | Attachments | Review/Approval | Gateway | DataExchange | PayRequest [EFFIIRIERES
) Bid Management - - )
1) Budget & Cost Management | Obiect Type | Addendum 16 | ) — N
() Site Management Esign Rules for Selecting Object Type
o O YT
EHG) User.Defined Logs Mike Fem CMC Test Construction Company 3 cc
HC3 File Maintenance - §
' Log Bulder Misty Retchford GMC Test Construction Company 1 Signer
() Default Fitters Teny Salandanan CMIC Test Construction Company 2
{] UserDefined Fields
{_) Project Maintenance
{] Company Control
() Enterprise PM
[ Activities
] Menu Maintenance
[] Report Assignment
] Prompt Maintenance
[ User-Defined Log Types
[ User-Defined Logs
[] User Defaults Maintenance
3 DocumontMerge Please sign the following attachment!
() Local Tables
() Real-Time Integration DUk Betae
{] Project System Options
] UserDefined Classifiers
1] BIM 360 Maintenance Advanced Options
{2 SaMenu_ACS _logs1 || Document Type for New Documents 'E[J
{2 Auto Cold Storage e
{3 Job Scheduler e e |
) Securty v Allow recipients to change signing responsibiity “ [
2t Revew > Alow redpients to edit the document “ (M

Project Maintenance; standard Treeview path: CMiC Field > File Maintenance > Project Maintenance - Esign
Maintenance tab
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The Document Type for New Documents field, located on the Project Maintenance screen (shown in the
screenshot above) and on PM objects, is used to define the document type for new documents uploaded in
DocuSign and sent to CMiC.

This field can be set at the system level or the project level. If this field is left empty for an object type at the
system and project level, documents sent back to CMiC from DocuSign must keep the original file name and no
new attachments can be included in the envelope for the selected object type.

If a document type is selected at either the system or project level for an object, documents that are new to the
envelope can be uploaded to DocuSign and added as a new document in CMIiC using the object’s selected
document type.

The following three scenarios demonstrate why a user might want to replace the original document sent with a
newly named document or include new documents in the envelope:

If the user wants to delete a sent document in DocuSign and upload and sign a new document.
If the user wants to add an attachment to the envelope.
If the user wants to select the option to manually sign the document in DocuSign.

Default document types can be set in the E-Sign Maintenance tab of the Project Maintenance screen, which

default to the PM object, or the document type can also be selected directly on the PM object.

Setting the Default Document Type

Project Maintenance

Default Message

0O ooo

Project Maintenance; standard Treeview path: CMiC Field > File Maintenance > Project Maintenance - Esign
Maintenance tab

The default document type can be set for each object type on the E-Sign Maintenance tab of the Project
Maintenance screen. Select the object type from the Object Type drop-down menu, then click on the [Default
Value] button in the console to launch the Default Esign Value for Object Type pop-up window, as shown in
the screenshot above. In the pop-up window, use the Document Type for New Documents field’s drop-down
menu to select the document type to be used when a new document is received from DocuSign. The type
selected in this pop-up window will be used as the default in the PM object’s ESign pop-up when defaults have
not been set at the project level.
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Project Maintenance

Company 58 Urban Systems Project Code ANALYZE
Project Name Analyze BuyOuts J50 Project Control Code ALL

P [T sovinto | _oetauts = e e PR Data chanae [T convivicnonce |

[ Ooiat tome P WorkOvecives

Esign Rules for Selecting Object Type
ESign Order

No Recards Found

Default Message

&
H
i
g

Document Type forflew Documents | Planning Documents:

5 to change signing respansiiity

NOTE: Field security can be assigned to the Document Type for New Documents field on the Project
Maintenance screen or the ESign screen for the PM object, if required. Refer to Security Settings in this section
for more information.

Selecting the Document Type from the PM Object

Field \Work Directive

EE ! enu
E CMiC Field M [ m
Bearch @
ject: Analyze BuyOuts JSP (ANALY ZE) h
< ement letachmert ATTANALYZEDO0S4 19.06.2015 33511 P 0 ety osnms = . SUBMITTED - ]
latachmert  ATTANALYZED00E3 15072015 102027 At 0 ey csmms v annon Weaver 20 g 15072015 10.20.27 vt @

@ Mozills Firefox. - o
O n

L X
Iy

© & testdviO.cmic.ca7785/cmictestv]0x/SysESign/showE SignDetails.do?docObjectTy

O 0 0 Ao ATANAVIENGES 1SS ORI A0 G8RErS oo e SUTED 15071
Crenees
S crce i
e Cope
Subject
St bt or v ki o

Defautt Message

Example of setting the document type for a PM object
If the default document type has been set in the E-Sign Maintenance tab of the Project Maintenance screen for

the PM object, then that document type will default to the PM object, but can be updated for the object if
required.

DocuSign Process Using Document Type

The following shows an example of sending a PM object (e.g. Field Work Directive) to DocuSign with a
document type selected for the object.
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Field Work Directives

28 CMiCReldMenu ozl Fire ===
) @ Mzl Firefox - o x
earch @
0 a testyl tails.do?docObjectType =PMFWD&docObject! 108projOraseq= *»+ & ¥
(5 £ Project; Analyze BuyOuts JSP (ANALYZE) o
Communicaion Managemert [atachmers  ATLTESTIS DocuSign Account ID stephanie. bromficd@cric.c! Send for ESigning Cancel @
Document Management |stochment  ATTANALYZED0B4 Cortact Signer or CC Sigring Orcr Q
Subcontrctor Precualfcation o o o
B Managenent o rion Capstan
60 Bucke § oot Managenert [atechment  ATTANALY 2500053 @
i Sa=iensoeneny Attachments
23 Daiy Report
3 Puncists m 5
STl Work iectives 1 Attachnent ATLTESTH Rectuest for Paymert o 14May/2020 Original Version Amanda Matthews SUEMITTED. Rectest for Payment pi
(] Review for ESgn enfancemert = % g z % g
2 Nollces e O Attachment ATTANALYZEODDSG  19.06.2015 3.35-11 P o 2352015 Orgne Version ShemncnWeaver | SUBMITTED 19.08.2015 33511 PM pa
{2 Weekly Check List e O Drawings. oR-00278 16.07-2015 10-40-51 A o 2352015 Origine Version ShannonWeaver | SUBMTTED 15.07-2015 10-40.51 AMpdt
s e O Attachment ATTANALYZEOO0RS  1S.07-201510-20:27 A o 2345202015 Orgina Vrsion ShannonWeaver | SUBMITTED. 15-07-201510-20-27 AM
8 ) Reports
User.Defined Logs
e Maitenance
Securty Sublect
Subcortrector Reviews <Enter a subjec o leave bank o use selected document names>
Default Message
‘Aduanced Options
[ Oxcumert ype for ew Documerts | Plarring Documents =il |
Redpint Prviege:
O3 allow recipients to change signing responsibilty
Al recients to et the document
(mp edit the de
Use Account Defauks
o Fauks
Reminders v
< >

Example of sending PM object to DocuSign with document type defined for the object

Field Wark Directives

FEE
e @

(5123 Project Anaze Buyouts JSP (ANALYZE)
1) Commurication Managemert |attachment
) Documert Managemert s ;
0 sweoncer rin owise crom
e latachmert  ATrAvALYzE0008S
13 Ste Managemert

) aily Report
3 puncrit
33 Pl workDvectves
] Review for ESign enhancement
2 Notices.
{2 Weekdy Check List
5 e Conpite
@0 crecists
) Reports
3 User-Defined Logs:
) File Maintenance.
90 Seaunty
90 SubconactrReviws

CMIC Field Menu @ Mozilla Firefox - O
SignHistory.do @

Void Envelope _ Back _Close

Objects ¥

X
o

v 10551 cmicglobal.com/crictes 1 x/SysESign.

O @ hupsi

ATTTESTIG

Details

User SMUSERT Envelope ID c1ea00fa-b093-4e53-6e7-B1471Fc0749

Signers/CC's

Contact Type
Brian Capstan Siper

Documents

Toe | Number | Neme | Rev.Number | Rev.Date |  Desipton | User I
o

No Records Found

After the document is sent to DocusSign, the user logs into DocuSign using their account credentials and makes
changes to the document (e.g. deletes the one sent and adds a different one). After completing the updates, the
user resends the document from DocuSign.

Recipient receives email and responds by signing it.

CMIC is updated with the new signed document, which uses the pre-defined document type.

d Work Dire e
'E iC Feld Menu

BF  CMicAeld M Notes ¢ atta History Related Objects ¥
card] =]

525 Project: Analyze BuyOuts JSP (ANALYZE)

SUSPL-00021 ftestcapy pdf 0 Hitory 14May 2020 ESigned Dozument Amarda Matthews ‘SUBMITTED faxtestzopy pdf View ESpnings S

BT ) TachmaT TTTESTI 3 T Ty TR0 Origal Versin SUETTED T e W ESTNGS T

G T [ AU ateasass o 0 ey s ommeesn St ST 180520153951 At <

et orsinge oo foaranrs 04051 0 dewy o o Sronneser | SUSWTID 10721 104051 Ayt @
E1E Ste Mansgemzrt attachment TTANALY ZEDO0S3 15.07.2015 102027 amt o History 2en201S  Criginel Version Shannon Weaver SUBMTTED  15.07.201510.20.27 At pelf «

{2 Daily Repot

) Punchists

{2 Field Work Directives
2 Notices.

Wk Check it

Clicking on the View ESignings link for the document details the two different document types.

Details

fSent 2020-05-14. User SMUSER1 Envelope ID cleab0fa-b093-4653-86e7-814f157c0749

Signers/CC's

Contact

——
R o esamon ot
o e I » o o L o e et
I it eesopyrat 5 om0 Soure ooyt
ety

No Records Foundt
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Security Settings

Field security exists for the Document Type for New Documents field on the Project Maintenance screen and
the ESign screen, as shown in the screenshots below.

Project Maintenance

CMIC FIELD

B8 CMIC Field Menu ALt

o @ e ] _
“Note: Not all programs have fields available with field privileges:

) Project: Analyze BuyOuts JSP (ANALYZE) I Programs | Project Masintenance. ~ I
s e T
[ Document Management.
[#¢_) Swhcortractor Prequalfication
D corepegama
o e ot gt
B0 vt
() Reports
e
B et
By Securty

naurrer of days betwveen rerminders for defaut Urrestriced -
Narrer of s betare requEst Expires foe dfout Unvestricted ~
Rusnissr of a0 warm signers before espirstion 1o detaut Urrestricted <
{Documert Type for Mew Documents for defaul TUrrestricted od) I

Role Maintenance; standard Treeview path: CMiC Field > Security > Role Maintenance

E-Sign

CMIC FIELD

s CMIC Field Menu —

earch
m “Note: Not all programs have with
13 Project: Analyze BuyOuts JSP (ANALYZE) Progams | ESion &
23 Communication Managemert

33 Document Managemert
{23 Subsontractor Frecuaitionion e hame

Column;Field Security

) Bid Menagemert ‘llow recipierts o change signing responsiiity Unrestricted v
g st eoen e Allove recipients to edt the document Unrestricted ~
Ste Managemert
) Repgrts Use Acsourt Detauts Urvestrcted -
=] lealmtnea Logs Send autometic reminders Unrestrcted v
L File Meirtenarice Nmher of days before sending fist reminger: Unrestricted &
Securt:
B s of doys between e st :
3 Contacts Nuber of days before request expires: Urrestricted -
Nunber of days exsiration Unrestricted v
User Mt
B e v ocumert Tyt New Dacinerts e —|
) Role Maintenance
1) User Access
L1 Project Rales

Role Maintenance; standard Treeview path: CMiC Field > Security > Role Maintenance
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